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1 Introduction

The relationship between Internet transport protocols and lossy networks has long been fraught.
Since the rise of wireless Ethernet (Wi-Fi), researchers and operators have observed that TCP’s end-
to-end reliability mechanisms perform poorly over paths with substantial non-congestive, IP-layer
packet loss [5, 12, 15, 31, 43]. Most congestion-control schemes, including the popular BBRv3 [11]
and CUBIC [25], interpret packet loss as a sign of congestion and slow down in response—a mistake
when the loss is caused by, for instance, physical-layer interference. TCP and QUIC connections can
become essentially unusable when IP-layer loss reaches 5% over high-latency paths [4, 16, 42, 58].
Because of this, many wireless links use link-layer acknowledgments and retransmissions to
mask loss from the IP layer [1, 29, 38, 46]. However, without knowledge of transport or application
preferences, there is a limit to the “effort” that a reliable link can employ. A link that reliably delivers
every packet in order will create unacceptable delays for latency-sensitive flows, because delivered
packets must wait for earlier lost packets to be retransmitted [20, 56]. A reliable link that delivers
every packet when it arrives (out of order) can trigger spurious transport-layer retransmissions,
especially when the link’s latency is an appreciable fraction of the end-to-end RTT [13, 30].

“Both authors contributed equally to this work.

Authors’ Contact Information: Gina Yuan, Stanford University, USA; Thea Rossman, Stanford University, USA; Michael
Welzl, University of Oslo, Norway; Keith Winstein, Stanford University, USA.

This work is licensed under a Creative Commons Attribution 4.0 International License.
© 2026 Copyright held by the owner/author(s).

ACM 2834-5509/2026/6-ART16

https://doi.org/10.1145/3808664

Proc. ACM Netw., Vol. 4, No. CONEXT?2, Article 16. Publication date: June 2026.


https://doi.org/10.1145/3808664
https://doi.org/10.1145/3808664
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3808664

16:2 Gina Yuan, Thea Rossman, Michael Welzl, and Keith Winstein

As a result, reliability mechanisms at the link layer are necessarily tuned to be acceptable as
a one-size-fits-all, and some non-congestive loss remains visible to the IP layer. To mitigate the
effects of this on TCP, network operators have long deployed performance-enhancing proxies
(PEPs) to accelerate end-to-end connections. These include TCP connection-splitting proxies, which
transparently create two concatenated connections from a single end-to-end connection [10, 21, 24,
32]; and middleboxes that passively observe and retransmit packets [5, 14, 43, 50]. Such middleboxes
have been widely criticized. While they can improve application-layer performance [26, 32, 48, 58],
they can also hinder protocol evolution, add complexity, and introduce performance bottlenecks as
links become faster [17, 27, 47]. Additionally, these techniques simply do not work with encrypted
transport protocols such as QUIC [37] without terminating encryption in the network. In some
situations, QUIC connections can experience significantly lower transport-layer performance than
TCP connections that, over the same path, are assisted by a PEP [7, 8, 33, 36, 41, 54, 58].

In 2024, Yuan et al. proposed sidekick protocols [59]: an approach to in-network assistance where
an end-host and performance-enhancing proxy exchange information about an underlying, or
“base”, connection over an adjacent channel. The sidekick protocol is agnostic to the base connection,
which remains opaque and unmodified. Yuan et al. present one such sidekick protocol, “Robin,” in
which an in-network proxy sends acknowledgments to a data sender, helping it quickly retransmit
lost packets and perform appropriate congestion control.

However, Robin faces a key limitation: the proxy only sends in-network acknowledgments for
a data sender, not in-network retransmissions for a data receiver. As a result, this technique is
useful only when the lossy segment is near the data sender. As the last-mile segment (closer to a
user) is typically the lossy one, Robin assists upload traffic patterns. Can a sidekick approach help
downloads, where the lossy segment is near the data receiver?

In this paper, we describe and evaluate a new sidekick protocol that provides in-network re-
transmissions for encrypted transport connections. We call this protocol and associated proxy
Packrat!. In emulation measurements, Packrat-aided connections approximate the performance of
connections aided by connection-splitting PEPs. Packrat is deployed in two places: a proxy in the
network, and a user-space receiver application, e.g., linked into a receiving Web browser or video-
conferencing client. Packrat does not require modifications to the data sender (e.g. a webserver) or
to the transport protocol’s wire format or to the link-layer protocol or implementation. This paper
makes two principal contributions:

e We present a new construction of an acknowledgment for encrypted packets based on the
Rateless Invertible Bloom Lookup Table (rIBLT) [57]. Unlike in Robin, the sidekick protocol
proposed in [59], the encrypted acknowledgments in Packrat are decoded by an in-network
proxy that may be handling many such connections. The rIBLT-encrypted ACK is much faster
to decode than the construction used in Robin, allowing Packrat to scale to proxies that handle
10 Gbit/s per core.

e Unlike in Robin, a Packrat connection has two sources of retransmissions: the proxy and the
sending endpoint, the latter of which is unmodified and unaware of Packrat. We describe a new
interface between the transport-protocol receiver (e.g. a QUIC receiver) and the adjacent proxy-
to-receiver connection (the Packrat connection) that prevents spurious retransmissions and
congestion response. The transport-protocol receiver edits its end-to-end acknowledgments
to withhold ACK ranges that would spuriously trigger a sender-side loss response before the
Packrat proxy has had an opportunity to retransmit the same packet.

We integrated the Packrat protocol with three applications and show that it can enable a variety

of performance enhancements given a lossy path segment near the data receiver. In emulation

IFor “packet rateless retransmission”—and because the proxy keeps a cache of packets-in-flight for possible retransmission.
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Fig. 1. In-network retransmission mechanisms, including Robin (in-network acknowledgments from a proxy to
a data sender) (Figure 1c), and Packrat (in-network retransmission from a proxy to a data receiver) (Figure 1d).
Each proxy and client communicate over a lossy, last-mile segment (one or more links).

experiments, we found that Packrat improved throughput for a large file download using QUIC and
HTTP/3; reduced tail latency of a media stream with forward error-correction (FEC); and reduced
end-to-end retransmissions of a reliable multicast real-time transport stream. We open-source our
implementation of the Packrat proxy, rIBLT-based acknowledgment library, and client integrations.?

2 Related Work

We provide a brief overview of in-network loss recovery mechanisms to motivate the need for
protocol-agnostic in-network retransmissions.

Performance-Enhancing Proxies Networks accelerate TCP connections with connection-splitting
PEPs (Figure 1a) at the boundary between the wired Internet and a lossy, wide-area subpath [7, 10,
17, 21, 24, 32, 47]. These PEPs transparently interpose on TCP connections that cross them, creating
two concatenated connections (not restricted to an individual link). While controversial, splitting a
TCP connection can improve application-layer performance over end-to-end paths that include a
lossy segment [9, 21, 26, 32, 48, 58]. Intuitively, connection-splitting reduces the latency of each
congestion control feedback loop, allowing both the sender and proxy to more quickly recover
from loss. However, connection-splitting PEPs rely on plaintext TCP sequence numbers and limit
the deployment of TCP options and new behaviors [7, 27, 47, 51]. They share fate with endpoints
(if a PEP goes down, the connection must reset) and can create performance bottlenecks. Packrat is
spiritually similar to Snoop [5], which observes, buffers, and retransmits TCP packets to mask
loss—a less intrusive mechanism than connection splitting. However, Snoop relies on plaintext TCP
sequence numbers and is inapplicable to encrypted transports.

Lower-level acknowledgment and retransmission. Most wireless link technologies use reliability
mechanisms that acknowledge and retransmit packets, up to a retry threshold [20, 35, 46] (Figure 1b).
Link-layer receivers typically put packets back in order before releasing them to IP, up to some

Zhttps://github.com/StanfordSNR/sidekick-downloads/
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timeout or buffer limit [1, 20, 29, 38, 46, 56]. These mechanisms are necessary to make TCP and
QUIC practical over wireless links, but the retry and reordering thresholds are necessarily limited
by the need to accommodate both reliable transport connections and latency-sensitive transport
connections. PEPs, Robin [59], and Packrat are meant to deal with the remaining non-congestive
IP-layer loss.

Some VPNs and tunnels can reliably transmit encapsulated IP datagrams, similar to a reliable
link layer; MASQUE proxies tunnel IP traffic over QUIC [3, 34, 52, 53]. The relationship between
end-to-end and proxy-to-endpoint reliability and congestion control in MASQUE deployments is
under active development.

Sidekick Protocols and Robin. Yuan et al. introduced sidekick protocols [59]: in-network assistance
mechanisms that execute adjacent and agnostic to the base connection. They implemented one such
sidekick protocol, “Robin” (Figure 1c). With Robin, an in-network proxy sends acknowledgments
to a data sender, helping it quickly retransmit lost packets and perform appropriate congestion
control. A key contribution of this work was a mathematical construct—the “quACK”—which lets
proxies acknowledge encrypted packets to a data sender without sequential, cleartext sequence
numbers [59]. Yuan et al. modeled the problem of providing a concise acknowledgment of encrypted
packet identifiers as a set-reconciliation problem [19, 44]. The Robin system solved a system of
power sum polynomial equations to recover a set difference.

As noted in Section 1, Robin supports a typical upload traffic pattern: the proxy sends quACKs to
signal loss to a data sender, which retransmits along the end-to-end connection. A naive approach
to protocol-agnostic, network-originated retransmission would simply “flip” these roles. However,
adapting Yuan et al’s work to downloads presents three new challenges. First, the in-network
proxy must cache and retransmit packets, not just acknowledge them. Second, any in-network
retransmission mechanism must address potential in-network reordering and associated spurious
retransmissions (Section 4). Finally, the system must optimize decoding of encrypted ACKs. In
Robin, the proxy only needed to encode quACKs. To support in-network retransmission, it would
also have to decode them. For the power sum quACK introduced in Robin, decoding is significantly
more expensive than encoding (Section 5). While Packrat is a “sidekick protocol for downloads”,
providing in-network retransmissions is a different problem that introduces new challenges not
addressed by Robin.

3 Packrat Overview

We begin with an overview of the key components of the Packrat protocol, client, and proxy. The
Packrat protocol is spoken between a client and an on-path proxy, where the client is a data receiver.
We imagine the proxy to exist near the data receiver, peered across a network segment with high
non-congestive loss. Use of the proxy is entirely optional for correctness, as the base connection
can fall back on end-to-end retransmissions.

Steady-State. After an initial handshake to negotiate parameters, the Packrat client and proxy
exchange data on a (separate) Packrat connection to negotiate in-network retransmissions. The
client and proxy each track the set of all locally observed packets in a compact data structure
(Section 5), which we refer to as an encrypted acknowledgment (eACK).> In addition to managing
the end-to-end connection, the client periodically transmits this eACK to the proxy, indicating the
packets it has received. The proxy passively observes and records packets from the base connection
in its eACK data structure and in a local retransmission cache. The proxy uses eACKs received from

3We avoid reusing the “quACK” terminology introduced by Yuan et al. [59] to reflect the eACK’s different construction and
use in Packrat (Section 5).
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Fig. 2. Any in-network retransmission scheme must recover lost packets before the end-to-end transport con-
nection triggers a retransmission and associated congestion response. Packrat receivers selectively withhold
SACK ranges in a sliding reordering window proportional to an estimated client-to-proxy RTT, waiting to
signal loss until the proxy has had a chance to retransmit.

the client to identify missing packets and sends appropriate retransmissions. It evicts packets from
its cache when the client acknowledges them or the cache size exceeds a configured threshold.

Resetting. The proxy or client can reset the Packrat connection on an error, beginning a new
set reconciliation epoch. We note that, unlike connection-splitters and VPNs, which fate-share
with endpoints, base connections that use the Packrat protocol can always fall back on end-to-end
retransmissions. In addition to providing a high error tolerance, the Packrat style of in-network
assistance is well-suited to mobility, as a connection can change network paths.

4 Preventing Spurious Retransmissions

To avoid a spurious end-to-end retransmission and associated congestion response, any in-network
retransmission scheme must either (1) intercept and reorder packets at the receiver (Section 2) or
(2) recover dropped packets before the transport sender detects them as “lost” In this section, we
describe the reordering problem, existing solutions to it, and the Packrat approach to bringing
the transport receiver “into the loop” of in-network retransmission. Specifically, a Packrat client
selectively withholds acknowledgment ranges in a sliding, receiver-side reordering window when
it detects loss, waiting to signal loss to a sender until the proxy has had a chance to retransmit. We
demonstrate in Section 7.3.1 that this mechanism successfully masks end-to-end loss.

4.1 In-Network Reordering

The problem of in-network reordering is well-known in link-layer and transport protocol design [13,
56]. Consider a (naive) Packrat proxy in the simple scenario in Figure 2a. Packet #2 is lost in-flight,
but packet #3 is not. The proxy later recovers packet #2, but it arrives after the receiver has indicated
it lost. Whether the end-to-end connection interprets this gap in consecutive received sequence
numbers as loss depends on the retransmission latency (how quickly was packet #2 recovered?)
and the transport protocol’s loss detection mechanism (how much “grace” do the receiver and
sender allow before inferring loss?).

Most transport senders allow for some in-network reordering [13, 30]. A QUIC sender using the
RFC’s parameters will infer loss after three out-of-order ACKs or a temporal reordering threshold of
9/8x the estimated end-to-end RTT [30]. For such a sender, an unordered in-network retransmission
will fail to mask loss if the lossy segment accounts for more than 1/8x the end-to-end RTT or
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reorders >3 packets. RACK-TLP [13, 55] addresses reordering by adapting its time threshold in
response to observed network behavior.

4.2 Packrat: Receive-Side Delayed Acknowledgment

The Packrat approach exposes in-network retransmissions to the transport receiver and involves it
in the management of in-network reordering. Packrat introduces a receiver-side reordering window,
waiting to signal a packet as “lost” until the proxy has had a chance to retransmit. In other words,
the end-to-end receiver delays the acknowledgments it sends to the end-to-end sender based on
knowledge of the auxiliary connection.

The exact implementation of this depends on the acknowledgment scheme. In a SACK approach
typical of QUIC [30], Packrat modifies each SACK to exclude acknowledgment ranges received
within the most recent reordering window if acknowledging those packets would lead to a sender-
side retransmission. That is, Packrat waits to reveal a sequence “gap” to the sender until it has been
present for at least one reordering window. Figure 2b depicts the same scenario as Figure 2a with
Packrat’s acknowledgment delay. Here, the receiver waits to acknowledge packet #3 — signaling
the loss of #2 — until after one estimated receiver-to-proxy RTT. If the proxy is able to recover
the lost packet, the receiver never signals this loss to the sender, preventing a loss response and
spurious retransmission.

5 Scalable In-Network Retransmissions

In the steady-state, the Packrat client and proxy each maintain a local copy of a data structure, the
eACK, representing the set of observed packets. The Packrat client sends this eACK to communicate
its local packet set at regular intervals, and the proxy identifies and retransmits missing packets.
Implementing the eACK requires identifying packets in the base connection without access to
cleartext sequence numbers or in-network ordering guarantees.

As described in Section 2, Yuan et al. [59, 60] introduced the quACK: a mathematical tool that
concisely represents a selective acknowledgment of opaque, randomly-identified, unordered packets.
While the Packrat proxy encounters the same encrypted acknowledgment task as Robin, the sidekick
protocol introduced in [59], in-network retransmission—vs. in-network acknowledgment—presents
a different set of scalability constraints. Unlike the Robin proxy, the Packrat proxy must encode
every packet in the base connection and decode every acknowledgment. An on-path proxy handles
tens to hundreds of thousands of concurrent connections at once, and any per-packet overhead
incurred by the Packrat protocol at the proxy must be extremely small.

In this section, we describe a new construction for eACKs based on the rateless invertible
Bloom filter (rIBLT) [57]. We benchmark the rIBLT eACK against a power sum eACK based on the
quACK, finding that the former is often faster to decode in practice (1-476X in a sample of network
conditions), particularly for high-throughput connections. We find that the rIBLT eACK is better
suited to the scalability requirements of in-network retransmission, particularly under high loss or
latency, than a power sum approach.

5.1 rIBLT Overview

We provide a brief overview of the key properties of the rIBLT data structure. We direct the user to
the original papers for a full description of the IBLT [23] and rIBLT [57].

The Invertible Bloom Lookup Table (IBLT) adapts the classical Bloom filter [6] for compactly
encoding and testing set membership [23]. The IBLT data structure maps set items to a small
number of symbols in an array. Each symbol encodes an XOR of element identifiers and a count
of the number of elements mapped to that symbol. The IBLT supports insertion, deletion, and
decoding (to recover a set difference). That is, to perform set reconciliation, Alice sends an IBLT
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built (encoded) from set A, and Bob recovers the set difference (decodes) by “deleting” the elements
in his set B from it. Importantly, encoding, decoding, and communication cost scale with the size
of the set difference. In the IBLT, decoding is probabilistic: decoding can fail if Alice transmits an
insufficient number of symbols to Bob.

The rateless IBLT (rIBLT) [57] introduces a novel pseudorandom mapping algorithm, which
reduces the memory, encoding, decoding, and communication cost of the IBLT (we explore rIBLT
scalability in Section 5.3). The rIBLT is additionally “rateless” in that a prefix of an rIBLT fully
represents the rIBLT: each party incrementally encodes its set into a stream of symbols until the
other can decode them. The authors show that, for a true number of missing elements m, decoding
requires 1.35m coded symbols on average. We leverage the efficient mapping, low communication
cost, and rateless properties of the rIBLT to construct Packrat encrypted acknowledgments.

5.2 rIBLT Acknowledgment

The eACK data structure implements rIBLT insertion (encoding), deletion, and decoding (to recover
a set difference). The client and proxy each incrementally update a local eACK (rIBLT), representing
the packets each has observed. At some eACK granularity (Section 6), the client serializes and
transmits an updated representation of its rIBLT to the proxy, which calculates the set difference
and triggers appropriate retransmissions. In rIBLT terms, the Packrat eACK granularity is its
set reconciliation interval. Note that we use “eACK” to refer to both the local data structures
that each peer maintains and the serialized representation that the client transmits over the
Packrat connection.

5.2.1 Parameterization. Prior work applies the rIBLT to large distributed systems, and parties
perform set reconciliation over multiple RTTs until successful decoding. The Packrat setting
requires set reconciliation at millisecond timescales, making multi-RTT negotiation impractical.
Thus, Packrat peers must preselect parameters for their local rIBLTs.

If the proxy fails to decode an eACK, the Packrat connection temporarily falls back on end-to-end
retransmissions. We aim to parameterize the eACK to minimize decoding failure probability while
balancing computation and communication cost. Decoding can fail due to identifier collisions,
integer (count) overflow, or insufficient symbols, all of which depend on the true number of missing
packets per transmitted eACK. Correctly parameterizing local eACK data structures requires
estimating an upper bound on missing packets per eACK.

Optimal parameters depend on the throughput of the base connection, eACK granularity, loss
rate, error tolerance, and resource constraints. The client and proxy jointly select parameters during
an initial handshake (Section 6). Packrat peers configure local eACKs for a worst-case scenario, and
the client leverages the rateless property of the rIBLT to dynamically adjust each transmitted eACK
size based on its known number of missing packets (Section 5.2.2).

Symbol Size. If two packets encoded in the same transmitted eACK share an identifier and one
is lost, decoding can fail. By default, we conservatively select a four-byte identifier drawn from a
fixed offset in the (encrypted, and thus high-entropy) payload. Reaching even a 0.001% collision
probability would require 100 lost packets in a single millisecond-scale eACK interval. We choose
an eight-bit integer for the count field, which represents the number of symbols encoded per cell.
Decoding will only fail if more than 255 missing packets are encoded in all of the same symbols.

Number of Local Symbols. We estimate the number of symbols required to successfully decode
an eACK in Figure 4. An rIBLT with more symbols is more likely to be decoded successfully, but it
incurs higher encoding, decoding, and communication cost. Because encoding and decoding are
relatively cheap (Section 5.3), each Packrat peer can configure its local eACK data structure for a
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worst case. For our evaluations, we select 160 local symbols for a high-throughput download and
40 for a lower-rate media stream.

5.2.2  Rateless eACKs. While the client and proxy may locally encode a “large” rIBLT, the client
need not transmit all symbols in every eACK. Because the rIBLT is rateless, a prefix of an rIBLT
fully represents the rIBLT. In theory, the client can correctly communicate its t-symbol local rIBLT
by transmitting any ¢’ < t symbols to the proxy. While this smaller ¢’ comes at the cost of decoding
success probability, it may be sufficient if the true number of currently-missing packets—known to
the client—is small.

We thus leverage the rateless property of the rIBLT as follows. From its base connection, the
client estimates the number of retransmissions that it expects from the proxy. Based on this number,
it selects the appropriate eACK size to transmit based on a desired success probability. We show in
Section 7.3.2 that this reduces link overhead.

5.2.3 Selective eACKing. If the client does not expect it needs a retransmission, it need not send
an eACK. In NACK schemes, the client can choose to eACK only when it would otherwise send a
NACK. Because the proxy optimistically evicts packets, the client can omit regular eACKs without
an exploding cache size at the proxy. We integrate selective eACKs in the NACK layer of our media
streaming benchmark (Section 6.2) and show in Section 7.3.2 that it reduces link overhead.

5.3 rIBLT vs. Power Sum Microbenchmarks

As noted in Section 2, Robin [59] leveraged a set reconciliation approach based on power sums to
address the problem of in-network acknowledgments: the in-network proxy encodes symbols into
an acknowledgment, representing packets it has received, while the client decodes this acknowledg-
ment to initiate retransmissions. To implement in-network retransmissions, can we simply leverage
the power sum construction and swap these roles?

We adapt the power sum quACK from [59] to our eACK and directly benchmark it against
our rIBLT implementation. In this section, we compare the overheads of the two approaches in
practice. We run these microbenchmarks on a single core of an AWS m4.xlarge instance. We observe
that rIBLT decoding is faster in practice, especially for connections with relatively high or bursty
throughputs. In the power sum approach, decoding is more expensive than encoding and scales
linearly with the total number of packets that are in the proxy’s cache when it receives a new eACK.
rIBLT decoding, in contrast, scales logarithmically with the number of missing elements. rIBLT and
power sum encoding costs are comparable.

Encoding. Both eACK implementations select an initial symbol count, which we call ¢. While the
power sum eACK encodes each item in all ¢ symbols, the rIBLT’s encoding algorithm is O(log(t)).
However, in practice, each update in the rIBLT uses an expensive square root instruction, adding
constant factor overheads that impact smaller numbers of symbols. This difference is on the order
of tens of nanoseconds (Figure 3a).

Decoding. Decoding in the rIBLT is faster in practice for any number of symbols (Figure 3b).
Note that the power sum eACK actually uses a decoding method that is linear in all packets
forwarded within an eACK interval, not just the missing packets, due to the complexity of symmetric
polynomial factorization. We measure the decoding cost per missing packet for a fixed 2% loss rate
in Figure 3b, and we translate this to a set of concrete network conditions in Table 2.

Non-determinism and communication cost. In the power sum eACK, the number of symbols
required to successfully decode a single eACK is equal to the number of missing packets. In the
rIBLT, the number of symbols ¢ required to decode an rIBLT eACK is a probabilistic multiplier x
of the actual number of errors m (x = 1.35 on average in [57]). The client and proxy can select
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PSum rIBLT

Encode O(t) O(log(t))
Decode O(Nt) O(mlog(t))

Table 1. The computational complexity
of encoding and decoding a single packet
for the power sum [59] and rIBLT eACK.
m is the actual number of missing pack-
ets, t is the initially-configured number
of symbols (based on an upper bound on
m), and N is the number of elements in
the local set.

Connection

Throughput Loss Burst eACKRTT rIBLT Gain
20Mbps <1% 10ms 1.77-2.15%
20Mbps 15% 10ms 1.00x
50Mbps 50% 10ms 2.03%
20Mbps 10% 100ms 8.09x
100Mbps <1% 100ms 44.3-476.3X

Table 2. The overhead of decoding a power sum vs. rIBLT eACK
from Figure 3b translated to concrete connection and network
characteristics. Compared to the power sum, the rIBLT eACK
is faster to decode when there are more set items (not-yet-
acknowledged packets) during set reconciliation.

high values for their local eACKs, yielding a higher worst-case tolerance, but the client transmits a
prefix of this eACK parameterized to the number of currently-missing packets (the rateless eACK
described in Section 5.2.2). Figure 4 shows the CDF of the minimum number of symbols to decode
various m as this constant multiplier increases. For example, if 20 packets are missing, the client
should send ~ 1.8 X 20 = 36 symbols (rIBLT cells) for decoding to succeed with 80% probability.
The Packrat proxy can reset its connection if it cannot decode an eACK.

Proc. ACM Netw., Vol. 4, No. CONEXT?2, Article 16. Publication date: June 2026.



16:10 Gina Yuan, Thea Rossman, Michael Welzl, and Keith Winstein

6 Implementation

We now describe our prototype of the Packrat protocol, which includes the eack library, a packrat
client library used for three client integrations, and a Packrat proxy. We also describe the imple-
mentations of the applications we use to evaluate Packrat.

6.1 Packrat Protocol

Connection Establishment. Our Packrat client discovers an on-path proxy by sending a magic
Discovery packet along the established base connection. A proxy responds with its own Init
packet, advertising its supported configurations. The client accepts assistance from a proxy by
replying with an Init, including requested configurations. The proxy accepts or rejects these
configurations with an InitACK, completing the handshake, and opens a UDP socket for the
Packrat connection that will assist this base connection. During establishment, peers agree on the
eACK encoding (our implementation uses a fixed byte offset) and the number of symbols in each
local rIBLT encoding (Section 5).

After sending an InitACK, the proxy begins to cache packets and retransmit. On receiving an
InitACK, the client begins sending eACKs. In our prototype, the proxy synchronizes starting sets
by bridging (rather than sniffing) packets in the end-to-end connection and ordering its InitACK
with initial data packets.

Client. The Packrat client library exposes APIs to (1) record a received packet; (2) send an eACK;
and (3) configure, tear down, and reset the Packrat connection. We invoke this library within each
transport (e.g., QUIC) receiver described in Section 6.2. Embedding the Packrat logic in the transport
receiver allows us to implement the client “hints” described in Section 5.2.2 and the in-network
reordering delay described in Section 4.

Proxy. We implement the Packrat proxy as a network bridge that uses raw sockets to read and
write packets between two interfaces. For each connection, the proxy must maintain (1) a cache of
forwarded but unacknowledged packets and (2) its locally-stored eACK (i.e., rIBLT representation).
We evaluate the memory footprint of the proxy in Section 7.3.3.

The Packrat protocol does not enforce a specific loss detection scheme. In our implementation,
the proxy triggers a retransmission upon receiving an unacknowledged gap in the ordered sequence
of cached packets. As with end-to-end loss detection schemes, an alternate implementation could
incorporate packet time thresholds.

Cache Management. The proxy caches packets from the base connection in the order forwarded
to the client up to the preconfigured cache size. It evicts packets from its cache if an eACK indicates
they have been received and no longer need to be retransmitted. If a packet of the base connection
arrives but the cache is full, the proxy optimistically evicts the oldest packets. When evicting a
packet—whether due to acknowledgment or cache overflow—the proxy encodes it in the locally-
stored eACK. Enforcing a cache capacity through optimistic eviction allows the client to eACK
less frequently when retransmissions are uncommon (selective eACKs, Section 5.2.3). Evicting an
unacknowledged packet from the cache may cause the connection to fall back on an end-to-end
retransmission. (We evaluate cache utilization in Section B.)

Resetting the Packrat Connection. If the proxy is unable to decode an eACK, it sends a Reset to
the client. Decoding may fail if (1) there are an insufficient number of symbols to decode missing
packets (recall from Section 5 that the rIBLT eACK is probabilistic); (2) the proxy optimistically
evicted a necessary retransmission (this causes the client and proxy data structures to become
out-of-sync); or (3) a packet corruption or collision caused a mismatch in encoded identifiers. The
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Reset indicates the start of a new epoch in which the client and proxy encode identifiers into a new
eACK data structure. That is, each eACK is the cumulative representation of all packets received
since either the start of the connection or the last Reset.

Multicast Proxy. We implement an extension to the Packrat proxy to assist IP multicast, or,
more generally, multiple clients that share a single base data stream. The proxy maintains a single
fixed-size cache for the multicast four-tuple. For each client, the proxy maintains an eACK and a
virtual cache. The virtual cache contains (1) a global index in the base cache of the client’s first
unacknowledged packet and (2) pairs of global indexes that indicate which packet to insert and
where to insert it because it was retransmitted to the client. This allows the proxy to maintain state
proportional to the number of outstanding retransmissions per client.

6.2 Client Applications

We evaluate the Packrat protocol in three applications with different performance metrics to
explore the versatility of in-network retransmissions: a high-throughput HTTP/3 file download, a
low-latency media stream with forward error correction, and a reliable multicast stream whose
server has limited capacity to handle end-to-end unicast retransmissions.

HTTP/3 file download. We measure the goodput of a large file download over HTTP/3, using the
default client and server in the Picoquic QUIC implementation [28]. Picoquic is an open-source
QUIC implementation with simplicity and RFC compliance as first-order goals. The client requests
25MB of random data, and we measure goodput by dividing the client-side connection time by
the requested data size, excluding headers. We run experiments using Picoquic’s implementations
of both CUBIC [25] and BBRv3 [11], though we caution that the behavior of congestion control
schemes varies by implementation [45, 58].

Integrating Packrat with the Picoquic client required 254 lines of code. Packrat requires a socket
loop that performs discovery and sends regular eACKs to the proxy, as well as methods that
intercept, in order to selectively delay, ACKs (Section 4) and record received packets in a local eACK
data structure (Section 5). This is representative of the effort required to integrate Packrat with any
userspace transport protocol.

Low-latency media with FEC.. We emulate an audio streaming application that uses a simple
repetition code for forward error correction. The server sends a packet every 20ms containing
audio from the last 40ms (that is, data in packets overlap). Each audio packet contains 480 bytes of
data, representing an audio stream at 96 Kbit/s. The client begins playback with 40ms in its buffer,
stalling if frames arrive too late and fast-forwarding if behind the target buffer size. The client
sends NACKs to indicate missing frames in its playback buffer and retransmits these NACKs (up to
once per RTT) until it has received the missing frame. The server immediately retransmits data
upon receiving a NACK. We measure one-way latency from the time the data is produced in the
“real world” to when it is available in the client’s buffer. For example, a frame containing 40 ms of
data sent over a network path with 80 ms delay has a minimum one-way latency of 120 ms.

Reliable IP multicast stream. A single server streams 240-byte packets to a multicast IP address.
Multiple clients subscribe to the multicast IP address. Clients send end-to-end NACKs to the
multicast server to receive a unicast retransmission. We report the number of end-to-end (unicast)
retransmissions, which captures both server and network load.

7 Evaluation

We evaluate our Packrat protocol implementation in an emulation study. We aim to answer the
following questions:
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Data Sender Data Receiver Reorder eACK Sym-  Cache

(Server) & Proxy (Client) <> Proxy Delay Frequency bols Cap.

“WiFi”  30ms, 20 Mb/s 2ms, 50 Mb/s, 4% loss 30ms HTTP/3 10ms/16pkts 160 48 kB
“Satellite”  50ms, 20 Mb/s 30ms, 50 Mb/s, 10% loss  65ms Media NACK 40 20 kB
“Cellular”  30ms, 20 Mb/s 10ms, 50 Mb/s, 10% loss ~ 30ms Multicast NACK 40 64 kB

Table 3. The one-way delays, data rates, default loss values, and ~ Table 4. Packrat protocol configurations

client-side ACK withholding delay (Section 4) for the settings we  for each benchmark: client eACK trans-

consider in our evaluations. All server-proxy links are lossless. mission frequency, local eACK size, and
maximum cache capacity.

(1) (Section 7.2) Does the Packrat protocol improve application goodput for a reliable download,
latency for a media stream, and link overhead for a multicast application when compared to
end-to-end retransmissions?

(2) (Section 7.3.2) Do the rateless and selective eACK optimizations described in Section 5.2
successfully reduce the link overheads of a Packrat connection?

(3) (Section 7.3.3, 7.3.4) What are the memory and CPU requirements of a Packrat proxy?

7.1 Methodology

We run emulation experiments in mininet using a linear, two-segment network topology with a
server (transport sender), proxy, and client (transport receiver) or multicast clients. We parameterize
each path segment in three dimensions: delay, bandwidth, and loss. We use tc-netem [40] to emulate
loss. Experiments use random IID loss unless indicated otherwise; we also evaluate correlated
(i.e., “bursty”) loss using tc-netem’s implementation of the classical Gilbert-Elliott loss model,
which models loss as a two-state Markov chain with “good” (low loss) and “bad” (high loss)
states [18, 22, 40]. Egress interfaces use Random Early Detection qdisc [39] to model minimal
congestive loss at the bottleneck link. Each segment is symmetric.

Table 3 describes the one-way delay, bottleneck data rate, and default loss value of each segment.
We select far-path delays to approximate connections to a Wi-Fi access point, low-Earth orbit
satellite ground station, and cellular base station. The sender-to-proxy segment—a cellular or
wired network core—is reliable but high latency. The proxy-to-receiver segment—a wireless last
mile—experiences non-congestive loss.

The reorder delay refers to the maximum duration for which the Packrat client may withhold
end-to-end acknowledgments while awaiting an in-network retransmission; we configure this
statically, though a Packrat client could adjust it dynamically as it estimates the client-to-proxy
RTT. In selecting a reorder delay, we broadly aim to balance giving the proxy at least one chance
to retransmit while maintaining timely end-to-end feedback. Table 4 describes the remaining
Packrat protocol configurations for each benchmark. We select an eACK frequency to mirror the
protocol’s underlying acknowledgment scheme. The “maximum symbols” parameter refers to the
number of symbols ¢ in each local rIBLT as described in Table 1. We select a cache size that is small
enough to evaluate optimistic eviction in Section 7.3.3.

Unless otherwise specified, the HTTP benchmark results are the median and IQRs of 20 trials.
The media and multicast benchmark results are over 3 minutes. We define spurious retransmissions
as the number of packets sent by the server containing duplicate frames. We measure link overheads
by reading /sys/class/net/<iface>/statistics/* immediately before and after each benchmark. Cache
memory usage is measured by logging cache updates and parsing the time-series logs. We use
rdtsc() to measure CPU cycles in the proxy. We perform experiments on an AWS EC2 m4.xlarge
instance with 16 GB of RAM and 4-CPU Intel Xeon E5 processor at 2.30 GHz. The instance runs
Ubuntu 22.04.2 LTS with the Linux 6.80-1024-aws kernel.
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In addition to benchmarking Packrat against end-to-end retransmissions, we aim to evaluate
Packrat against a split connection. We implement a Picoquic connection splitter that decrypts and
re-encrypts packets in two separate QUIC connections from one endpoint to another. Deploying
this in reality would require a credentialed in-network middlebox.

7.2 Application Performance

We find that in-network retransmissions via the Packrat protocol enable a variety of performance
enhancements compared with end-to-end retransmissions—higher throughput, lower latency, and
lower link overheads—for a variety of encrypted transport protocols when the data receiver is near
a lossy path segment. In many cases, Packrat closely matches the performance of a split connection
without fate-sharing with endpoints.

7.2.1 HTTP/3 file download. We measure a large HTTP/3 file download over our WiFi, cellular, and
LEO satellite topologies and use Picoquic’s implementations of both CUBIC and BBRv3 (Figure 5).

Packrat vs. End-to-End. The primary goal of Packrat is to provide protocol-agnostic, in-network
assistance to an end-to-end connection without changing on-the-wire format or fate-sharing.
Consistent with prior work, we observe that an end-to-end download over CUBIC performs poorly
even with relatively low loss, and Packrat is able to recover dropped packets when the last-mile
segment experiences relatively low latency. For example, with just 4% IP-layer loss in our emulated
WiFi topology, Packrat improves goodput by 2.7x compared to end-to-end retransmissions over
CUBIC and 1.4x over BBRv3. When the last-mile segment is high-latency, neither Packrat nor a
split connection is able to mask significant loss from the transport sender over CUBIC.

In general, Packrat performance degrades as loss and latency increase. Under these conditions,
the proxy may fail to successfully complete a retransmission before cache eviction, which can lead
the client and proxy’s local eACKs to become out-of-sync. In these cases, the proxy may fail to
decode an eACK and thus must reset the Packrat connection, forcing the receiver to fall back to
end-to-end retransmissions. In addition, as latency increases, the proxy has fewer “chances” to
retransmit lost packets before the client sends an end-to-end acknowledgment, signaling loss to the
server. Selectively withholding acknowledgments helps mitigate this, but there is a fundamental
tradeof: the client must balance timely end-to-end feedback with providing the proxy enough time
to recover lost packets.

Interestingly, over high latency and high loss, an end-to-end Picoquic BBRv3 connection can
match or outperform Packrat, which behaves erratically under high loss (Figure 5f). In this high-
latency, satellite-like case, Packrat delays acknowledgments by 65ms and only has one opportunity
to retransmit. If the Packrat connection is unable to recover a dropped packet on the first try, the
subsequent delayed acknowledgment may (1) lead to a duplicate end-to-end acknowledgment and
(2) inflate BBRv3’s end-to-end RTT estimation. We note that the performance of BBRv3 differs by
implementation [58], and Picoquic’s in particular penalizes duplicate acknowledgments, which is
not a fundamental feature of BBRv3.

Packrat vs. Split Connection, CUBIC. Over low-latency links (Section 7.2.1), Packrat nearly matches
the performance of a split connection, suggesting that the congestion response to loss with Pack-
rat can be both as good and as fair as QUIC with a connection splitter. When the last-mile segment
has a higher latency (Section 7.2.1), Packrat sees higher goodput than the split connection with
IP-layer loss above 6%. While the connection-splitting PEP can retransmit lost packets, it is still
running CUBIC congestion control. While the proxy can quickly recover its congestion window

4MASQUE will eventually have a “forwarded mode” which does not require terminating connections in the proxy—however,
this entails removing congestion control from the server-proxy path segment [49]

Proc. ACM Netw., Vol. 4, No. CONEXT?2, Article 16. Publication date: June 2026.



16:14 Gina Yuan, Thea Rossman, Michael Welzl, and Keith Winstein

Packrat Split Connection Packrat Split Connection Packrat Split Connection
End-to-End End-to-End End-to-End
g 2 g
215 £15 £15
=3 2 B3
£10 10 10
[<% [} a
3 s 3 s 8 s
o o o
Q Q (G}
0 2 4 6 8 10 0 2 4 6 8 10 0 2 4 6 8 10
IP Loss % Near Data Receiver IP Loss % Near Data Receiver IP Loss % Near Data Receiver
(a) WiFi; CUBIC. (b) Cellular; CUBIC. (c) LEO-1; CUBIC.
Packrat Split Connection Packrat Split Connection Packrat Split Connection
End-to-End End-to-End End-to-End
o o o
=2 2 215
i g1 S
5 5 510
Q a a
g0 B 10 H
o o o 5
Q Q (G}
0 2 4 6 8 10 0 2 4 6 8 10 0 2 4 6 8 10
IP Loss % Near Data Receiver IP Loss % Near Data Receiver IP Loss % Near Data Receiver
(d) WiFi; BBRv3. (e) Cellular; BBRv3. (f) LEO-1; BBRv3.

Fig. 5. Goodput of a large HTTP/3 file transfer using CUBIC and BBRv3 over the scenarios in Table 3 for a
split, Packrat-assisted, and end-to-end connection. Packrat is able to recover in-network loss, outperforming
end-to-end retransmissions when the latency between the client and proxy is relatively low, and typically
approaching the goodput of a split connection.

following loss in the WiFi case (4ms RTT), it cannot in the cellular (20ms RTT) or satellite (60ms
RTT) cases. In contrast, if a Packrat in-network retransmission is able to hide loss from the transport
sender, the sender will not decrease its congestion window.

Packrat vs. Split Connection, BBRv3. Consistent with prior work [58], we observe that the
connection-splitting PEP improves BBRv3 goodput even when the last-mile segment is high-latency
(Section 7.2.1, 5f). In fact, a split BBRv3 connection achieves nearly full-throttle utilization over
our high-latency link with 10% IP loss. Our split connection with BBRv3 performs poorly over an
ultra-low-latency last-mile. BBRv3 controls transport sending rate in part with a delay estimation,
which can behave poorly over low RTTs [2] (i.e., the user-space Picoquic implementation of BBRv3
is likely not built or tested to operate at a 4ms RTT granularity).

Bursty Loss. We assess the impact of loss burstiness on the performance of Packrat using the
Gilbert-Elliott loss model supported in netem. To evaluate the impact of burstiness, we fix the
overall loss rate and vary the expected time spent in “good” and “bad” states. We include a sample
of these results in Section A for the WiFi and cellular network settings over CUBIC with 10% overall
loss. For the same reasons the Packrat performance degrades over high loss, Packrat is not able
to cope with bursty loss as effectively as a split connection. However, a Packrat assisted HTTP/3
download still exceeds the goodput of an end-to-end connection by at least 2x over WiFi and 1.5X
over cellular (10% loss each).

7.2.2  Low-latency media with FEC. Packrat enables lower tail latency, which translates to fewer
and shorter stalls, in a low-latency media stream over high-delay cellular and satellite network
settings (Section 7.2.1). Recall that we measure one-way latency as the time between when data
is encoded in the “real world” and when it is available in the client’s buffer (Section 6.2). In these
network settings, the minimum one-way latency of a packet is already high (e.g., 40 ms encoding +
80 ms one-way delay in the emulated satellite topology). For reference, 150 ms is the normal latency

Proc. ACM Netw., Vol. 4, No. CONEXT?2, Article 16. Publication date: June 2026.



In-Network Retransmissions for Encrypted Transport Protocols 16:15

End-to-End Packrat End-to-End Packrat
99.9% 99.9%
(9] ; (]
5 99.0% = 99.0%
C [=
] ] o
E 90.0%1 E 90.0%
10.0% 10.0%
0 200 400 600 800 0 200 400 600 800
Audio Packet Latency (ms) Audio Packet Latency (ms)
(a) Cellular. (b) Satellite.

Fig. 6. CDF of audio packet latency for the low-latency media stream with FEC over two of the scenarios in
Table 3. Latency represents the time from when the sender produces data to when the client can decode it. The
Packrat-assisted stream achieves lower latency and fewer and shorter stalls than end-to-end retransmissions.
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Fig. 7. Multicast benchmark over the cellular network setting (10% loss). Clients using Packrat send on
average 59x fewer end-to-end NACKs than clients without Packrat. Other network scenarios see similar
reductions in end-to-end retransmissions.

for VoIP, and anything above produces a noticeable drop in quality. Thus, network-generated
retransmissions are crucial in lossy, high-latency settings.

Both Packrat and end-to-end benefit from FEC, but Packrat enables shorter stalls when a frame
still needs to be retransmitted. In this application, a frame needs to be retransmitted if two packets
are lost in a row. In Figure 6b, at 10% loss, the 99th percentile delay of both mechanisms is the
minimum of 190 ms. In the remaining percentile, one more out-of-order packet arrives after 20 ms,
draining the last of the buffer and generating an eACK or NACK. The length of the stall is then the
60 ms RTT for a Packrat retransmission or the 240 ms RTT for an end-to-end retransmission.

7.2.3  Reliable IP multicast stream. Caching packets in the network like a CDN is inherently
beneficial because it can reduce the congestion in the core network. This is one of the idealistic
draws of IP multicast, but it is rarely used over the Internet in practice because a reliable stream
may require an overwhelming number of unicast retransmissions from the server when there
is loss. While CDNs and SFUs have helped with content distribution, these are not options for
encrypted transport protocols without embedding trust in the network.

The Packrat proxy can handle in-network retransmissions for a large number of multicast clients.
Each client using the Packrat protocol sends on average 16.8 end-to-end NACKs/second, a 59
reduction from 1005.6 without Packrat. This reduction scales with the number of clients. In-network
retransmissions reduce both the load at the server and congestion in the network.

7.3 Communication, Memory, and CPU

7.3.1 Spurious Retransmissions and Selective ACK Withholding. We evaluate the impact of selec-
tively withholding ACKs (Section 4) by comparing Packrat to a naive implementation without this
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Fig. 8. Spurious Retransmis-
sions. A Packrat implementa-
tion that does not delay acknowl-
edgment ranges (Section 4) trig-
gers spurious retransmissions
from the sender. Selectively de-
laying receiver-side acknowledg-
ment ranges reduces them.

(c) Media (bytes), satellite. (d) Media (packets), satellite.
Fig. 9. Link Overhead. The number of bytes (left) and packets (right)
sent between the client, proxy, and server. The link overheads from Pack-
rat eACKs are comparable to those of the underlying acknowledgment
scheme. Both clients send fewer bytes with rateless eACKs, and the media
client sees fewer packets from selective eACKs (Section 5.2.2).

mechanism. Figure 8 shows that selectively withholding ACKs reduces the number of spurious
retransmissions by 15x (Figure 8b) to 75x (Figure 8a), and Packrat successfully masks the majority
of end-to-end loss from the data sender. We note that each retransmission contributes to link
overhead and may trigger a congestion response.

7.3.2  Link Overheads. Figure 9 displays the number of packets and bytes sent on each link between
the client, proxy, and server in the HTTP and media applications. As a proportion of the volume
in bytes sent by both endpoints of the application, the HTTP client makes up 1.3% of the traffic
with Packrat and 0.7% without. The media client makes up 8.2% of the traffic with Packrat and 1.0%
without. We find that we can reasonably think of eACKs as control packets in the common case.

Rateless eACKs. Using the rateless property to send smaller eACKs (Section 5.2.2) reduces the
number of bytes the client sends by 3.6x (Figure 9a, HTTP/3 over WiFi) and 1.8x (Figure 9c, media
over satellite) compared to Packrat without the optimization. This property allows clients to
configure the number of symbols less conservatively when initializing the Packrat connection
while being able to dynamically adjust to changing loss conditions, particularly in less controlled
non-emulation environments.

Sending eACKs on NACK. Sending an eACK only when the client would otherwise send a NACK
reduces the number of packets the media client sends by 1.9x (Figure 9d). Note that without sending
on NACK, we configured the media client to eACK every other packet to balance latency with
frequent eACKing. The media client sends more packets than end-to-end because although it only
ACKs when there is a missing frame, it eACKs when there is a missing packet because the FEC is
opaque to the proxy. Because of its high throughput relative to loss, selectively eACKing does not
impact the HTTP/3 download.
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Base connection improvements. The client (data receiver) transmits a similar number of packets
with and without Packrat (Figure 9b). Without Packrat, the client sends nearly twice as many
end-to-end ACKs (we can derive this from the packets that the proxy forwards from the client to
server). That is, Packrat actually lowers the network overhead between it and the data sender. The
number of ACKs depends on the duration of the connection, and Packrat improves throughput
such that the number of net packets (end-to-end ACKs and Packrat eACKs) sent by the client is
similar with and without Packrat assistance. The IP multicast application further demonstrates
how Packrat can reduce congestion closer to the server by caching retransmissions in the middle
of the network (Section 7.2.1). This is especially impactful if the data is shared by multiple clients.

7.3.3  Memory Requirements. Like any in-network retransmission mechanism, the most significant
memory usage at the proxy comes from the packet cache. Intuitively, this cache must store packets
that the proxy has forwarded and has not yet received a client eACK for. We confirm that the cache
utilization is equal to the packets forwarded during one client-proxy RTT plus expected loss, with
occasional spikes when a client eACK is lost. The proxy optimistically evicts packets when the
cache is full, keeping memory utilization bounded. We present measurement results in Section B.

7.3.4 CPU Requirements. We analyze the number of cycles that the proxy needs to process each
packet and eACK in the CUBIC HTTP/3 benchmark over WiFi with 4% IP-layer loss. We use the
per-packet overheads to extrapolate the capacity of a CPU-constrained proxy.

Each data packet on the base connection takes on average 1002 cycles to process, which is
primarily attributable to adding the packet to the packet cache (a ring buffer). In the HTTP/3
benchmark over WiFi, each eACK takes the proxy on average 27716 cycles to process. This includes
encoding a delta of packets forwarded since the last eACK, decoding the received eACK, updating
the packet cache, and performing retransmissions. Encoding uses a total of 7156/27716 = 25.8%
and decoding 3560/27716 = 12.8% of overall eACK processing.

In this application and network setting, we expect one eACK for every 16.3 data packets. If each
data packet uses a full MTU of 1500 bytes, this means a single core of a 2.4 GHz CPU on a proxy
would theoretically be able to handle 10.7 Gbit/s’. We note that this estimate does not account
for the substantial CPU overhead involved in reading from and writing to the NIC—these can be
significantly reduced using kernel bypass frameworks or specialized hardware.

8 Discussion

Evaluation Limitations. Our initial results suggest that (1) selectively withholding acknowl-
edgment ranges at the transport layer in coordination with in-network retransmissions and (2)
reconciling encrypted packet sets with the rIBLT are promising mechanisms for in-network re-
transmission. We recognize that evaluation with a single sender, in emulation, and in three network
topologies is limited. We hope that our work motivates future exploration of such mechanisms in
the wild and under contention. Additionally, future emulation studies would benefit from empirical
characterization and models of modern wireless network loss patterns.

Implementation Limitations. Our prototype does not address the security of the initial handshake,
though we note that an intercepted handshake would simply force the client to fall back on end-to-
end retransmission (i.e., denial of the Packrat service). We implement our proxy as a network bridge
(Section 6) to synchronize each epoch start; we suspect that future implementations could avoid
this, such as through an initial short epoch of symmetric reconciliation. There are also opportunities

52.4 Geycles/s x (16.3 data packets /(27716 - 1 + 1002 - 16.3) cycles ) x (1500 bytes/data packet ) X (8 bits/byte ) =
10.7 Gbit/s.
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to optimize our implementation, such as by applying kernel bypass networking at the proxy to
reduce packet-processing latency.

Bidirectional Assistance. The Robin sidekick protocol [59] provides in-network acknowledgments,
while Packrat provides in-network retransmissions. To assist bidirectional communication, a PEP
and client could execute both protocols in parallel. Note that Packrat and Robin operate indepen-
dently. The client and proxy must maintain separate set reconciliation data structures for each
protocol—one for Robin, representing packets sent by the client, and one for Packrat, representing
packets forwarded by the proxy. In Robin, the proxy sends quACKs; in Packrat, the client sends
eACKs. As an optimization, Robin and Packrat could share the same sidekick connection, using
an extra configuration step in which a client requests assistance through Robin, Packrat, or both
depending on its knowledge of the base connection.

Ethics. All experiments are performed in emulation with locally generated traffic. We do not
anticipate any ethical issues in this work.

9 Conclusion

In this paper, we describe and evaluate the Packrat protocol for sending network-originated
retransmissions when the end-to-end transport is encrypted. We introduce an interface between
the end-to-end transport protocol receiver and the adjacent Packrat connection to selectively
withhold acknowledgment ranges to avoid spurious end-to-end retransmissions, and we use set-
reconciliation techniques based on the Rateless IBLT to let the receiver efficiently acknowledge
encrypted packets. Packrat can provide performance benefits in settings with high IP-layer loss
without adding an additional layer of encapsulation or changing the end-to-end transport protocol.
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10. Goodput under Gilbert-Elliott loss model, fixing overall loss rate and varying time spent in good/bad

states. While the split connection is better able to manage bursty loss, Packrat maintains at least 2x goodput
over end-to-end retransmissions.

Fig.

o 64KB 48KB n

B g 64KB 4KB

~ 60 ~

& & 10.01

g g

> 40 2 7.5

[ ()

§zo § 5.0

© 9 25

) <

S 0 T ; ; . S 00 - ; : :

g 2 4 6 Time (s) 8 10 12 & 2 4 6 Time (s) 8 10 12
(a) HTTP/3 file download. (b) Low-latency media with FEC.

11. The number of bytes in the cache over a 10-second period with both bounded (48 KB or 4 KB) and

unbounded (64 KB) cache sizes. The proxy uses optimistic eviction if an incoming packet causes the cache to
exceed its capacity.

[55]

[56]

[57]
[58]

[59]

[60]

A

Felix Weinrank, Michael Tiixen, and Erwin P Rathgeb. 2020. RACK for SCTP. In 2020 IEEE 28th International Conference
on Network Protocols (ICNP). IEEE, 1-6.

Greg White, Ingemar Johansson, Dibakar Das, and Chris Box. 2025. Proposal for Updates to Guidance on Packet
Reordering. Internet-Draft draft-white-intarea-reordering-02. Internet Engineering Task Force. https://datatracker.ietf.
org/doc/draft-white-intarea-reordering/02/ Work in Progress.

Lei Yang, Yossi Gilad, and Mohammad Alizadeh. 2024. Practical rateless set reconciliation. In Proceedings of the ACM
SIGCOMM 2024 Conference. 595-612.

Gina Yuan, Thea Rossman, and Keith Winstein. 2025. Internet Connection Splitting:{ What’s} Old is New Again. In
2025 USENIX Annual Technical Conference (USENLX ATC 25). 867-887.

Gina Yuan, Matthew Sotoudeh, David K Zhang, Michael Welzl, David Maziéres, and Keith Winstein. 2024. Sidekick:In-
Network Assistance for Secure End-to-End Transport Protocols. In 21st USENIX Symposium on Networked Systems
Design and Implementation (NSDI 24). 1813-1830.

Gina Yuan, David K Zhang, Matthew Sotoudeh, Michael Welzl, and Keith Winstein. 2022. Sidecar: In-Network
Performance Enhancements in the Age of Paranoid Transport Protocols. In Proceedings of the 21st ACM Workshop on
Hot Topics in Networks. 221-227.

Loss Bursts

We evaluate whether Packrat can cope with bursty loss using the Gilbert-Elliott two-state Markov
chain model supported in tc netem [40]. The results pictured fix loss at 10% and vary the length
of “good” and “bad” states, which are set to have 2% loss and 80% loss, respectively. While the
split connection is better able to manage bursty loss, Packrat maintains at least 2X goodput over
end-to-end retransmissions. Packrat is more significantly impacted by loss at lower latency.
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B Cache Capacity Measurements

Like any in-network retransmission mechanism, the most significant memory usage at the proxy
comes from the packet cache. Figure 11 shows the number of bytes in the packet contents of the
cache over a 10-second period of (Figure 11a) the HTTP/3 file download over WiFi and (Figure 11b)
the low-latency media stream over satellite.

HTTP/3 Download. The minimum cache size is ~ 10 kB, which is approximately what we expect
for a single eACK interval between the client and proxy. Spikes occur when an eACK is dropped.
The proxy resets the connection if there is an error (e.g., if it optimistically evicted a necessary
retransmission), which temporarily resets the cache size to zero.

Low-latency media with FEC. The media application relies on optimistic eviction to keep the cache
small, since the client selectively eACKs only when it receives a NACK (Section 6.2). Because the
low-latency media stream is also lower throughput (i.e., low outstanding packets per proxy-client
RTT), we can leverage a smaller cache size.

Reliable IP multicast stream. Our multicast application has a fixed packet cache size of 64 kB.
When there are 16 clients, we find that the proxy uses, on average, 0.178 KB across all virtual
caches for a very low overhead of 12 bytes/client. In general, the overheads of the virtual caches
are proportional to the number of outstanding retransmissions.

Received December 2025; accepted April 2026

Proc. ACM Netw., Vol. 4, No. CONEXT?2, Article 16. Publication date: June 2026.



	Abstract
	1 Introduction
	2 Related Work
	3 Packrat Overview
	4 Preventing Spurious Retransmissions
	4.1 In-Network Reordering
	4.2 Packrat: Receive-Side Delayed Acknowledgment

	5 Scalable In-Network Retransmissions
	5.1 rIBLT Overview
	5.2 rIBLT Acknowledgment
	5.3 rIBLT vs. Power Sum Microbenchmarks

	6 Implementation
	6.1 Packrat Protocol
	6.2 Client Applications

	7 Evaluation
	7.1 Methodology
	7.2 Application Performance
	7.3 Communication, Memory, and CPU

	8 Discussion
	9 Conclusion
	References
	A Loss Bursts
	B Cache Capacity Measurements

