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ABSTRACT

Cloud-tethered devices can become e-waste even while still
functional when vendors retire required applications or ser-
vices. Vendors need not support devices forever, but end-
ing support and blocking replacement software are distinct
choices. The labor required to reconstruct proprietary man-
agement software has provided a plausible technical justi-
fication for retaining vendor control. Our early experience
suggests that foundation models can sharply reduce this cost.
Using Al, we recovered two versions of Apple’s encrypted,
undocumented AirPort device-management protocol and
built a compatible client tested across six models and four
firmware versions. We estimate that reproducing this re-
covery with the resulting methodology would require four
to five days of human work rather than months of manual
reverse engineering. De-cloudification is not yet automatic
as progress remained constrained by trace coverage, behav-
ioral oracles, and experiment selection. Nevertheless, this
result suggests that recovering owner-controlled operation
can become cheap enough to make bricking locally operable
hardware a business choice rather than a technical necessity.

This paper therefore calls for an end to non-consensual
e-waste. We propose an end-of-life control-transfer princi-
ple: when support ends, vendors should provide local opera-
tion, release the information and authority required by re-
placement software, or transfer trust to an owner-authorized
controller. To make independent recovery dependable, we
formulate Al-assisted de-cloudification as a closed-loop ex-
perimental process and identify the systems challenges it
raises. Al-assisted recovery should remain a fallback, not a
substitute for a deliberate end-of-life path.

1 INTRODUCTION

Cloud-tethered devices can fail before their hardware does.
A vendor may retire an application or service, withdraw an
integration, or make important functionality contingent on
a subscription. Supporting deployed devices indefinitely is
not free, yet vendors may also benefit when discontinuation
forces owners to purchase replacements. Because vendors
control the software path, they can decide that otherwise
functional hardware has reached the end of its useful life.
The result is non-consensual e-waste: owners must replace

equipment not because its hardware failed, but because a
vendor withdrew the means or authorization to use it.

Recent products illustrate both the consequences of ven-
dor control and the different ways it is exercised. Spotify
discontinued its $90 Car Thing just five months after launch,
disabled all devices, and directed users to recycle them [13].
After acquiring Revolv, Nest shut down the cloud service
required by its $299 smart-home hubs [22, 25], rendering ev-
ery hub inoperable. Belkin ended Wemo cloud services and
app support, causing affected products to lose app control,
remote access, and voice-assistant integration [6, 12].

Even when devices are not immediately disabled, vendors
can retain long-term control through proprietary software.
Apple requires its proprietary AirPort Utility to configure
its AirPort line of routers [2-4], yet the application is not
guaranteed to function on iOS 27 or macOS 27 [14], forcing
users to retain older operating systems simply to manage
their own otherwise functional hardware. eero reserves daily
and monthly usage histories and security analytics for pay-
ing eero Plus subscribers [19, 20]. Samsung added advertise-
ments to previously sold Family Hub refrigerator displays
through a software update [17, 42]. BMW offered subscrip-
tions to activate heated-seat hardware already installed in ve-
hicles, then abandoned the program after customers rejected
paying to unlock hardware they already possessed [26, 27].
These cases differ in severity, but share the same structure.
The owner possesses working hardware while the vendor
retains unilateral control over whether, how, and on what
terms its software-mediated functions may be used.

Today, reconstructing management software for a closed
device can require months of expert reverse engineering,
giving vendors a plausible cost justification for retaining
control. Our AirPort result suggests that this justification is
weakening. Using Al, we recovered two versions of Apple’s
encrypted, undocumented AirPort Configuration Protocol
and built a compatible client tested across six models and
four firmware versions. We estimate that reproducing this
recovery with this methodology would require four to five
days of human work rather than months. Although coverage,
behavioral oracles, and experiment selection remain open
systems problems, this result suggests that, for devices whose



core functions can operate locally, bricking is increasingly a
business choice rather than a technical necessity.

Our call to action is simple: support may end, but con-
trol should transfer. Vendors should not be required to
operate applications and cloud services indefinitely; when
they stop, however, they should provide a local operating
mode, release the information needed to build replacement
software and the authority needed to operate it, or trans-
fer trust to an owner-authorized controller. We should no
longer permit companies to make technical excuses for re-
possessing hardware they do not own. If no end-of-life path
will be provided, consumer-protection rules should require
conspicuous disclosure before sale, including the minimum
guaranteed support period and the functions that may dis-
appear afterward. For devices whose core functions can be
performed locally, preventing continued operation after sup-
port ends is not an unavoidable technical consequence of
discontinuation. It is a product decision that deprives owners
of continued use of otherwise functional property.

When a vendor does not provide such an exit path, de-
cloudification can serve as a technical fallback. De-cloudifi-
cation requires recovering enough device-control semantics
to build a local controller, open integration, or replacement
management application. One alternative is to install replace-
ment firmware, but doing so is often infeasible or unnecessar-
ily invasive. A device may enforce signed firmware [23, 43],
and even an unlocked device may depend on proprietary
drivers and hardware-specific logic that is difficult to re-
produce [10, 24, 34]. A protocol-compatible application pre-
serves the existing firmware and replaces only the manage-
ment path. Recovering that protocol, however, remains labor
intensive. An expert must connect observations from the
running system to evidence in its implementation, formulate
hypotheses explaining the observed behavior, implement
those hypotheses, and iteratively validate them against the
original system’s behavior [8, 9, 11, 29, 36, 46]. This process
depends heavily on human judgment and does not scale
across closed or abandoned devices.

Foundation models may substantially change this cost
structure [7, 15, 21, 28, 31-33, 37, 41, 47, 48]. Given traces,
binaries, decompiler output, and partial implementations, an
Al system can quickly generate plausible message formats,
state machines, cryptographic handshakes, and command
semantics. But inexpensive hypotheses do not make protocol
recovery complete. A candidate can explain every observed
packet while misunderstanding a field, omitting a state tran-
sition, or mishandling an unobserved failure case. As hy-
pothesis generation becomes cheaper, the bottleneck shifts
to knowing which hypothesis is correct. This requires
constructing inexpensive behavioral oracles, collecting ob-
servations with sufficient coverage, and choosing the next
experiment that will most reduce uncertainty. The central
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question is no longer only “What might this protocol do?”
but “What observation would distinguish this explanation
from the alternatives?” As Al reduces the cost of recovering
missing semantics, the remaining barrier is whether ven-
dors preserve or withhold the authority that replacement
software needs to operate.

This paper calls for end-of-life control transfer to end non-
consensual e-waste, with clear pre-sale warning when no exit
path exists. Using AirPort as early evidence, we formulate Al-
assisted reverse engineering as a closed-loop experimental
process and identify the systems challenges to overcome
for dependable independent recovery: coverage, inexpensive
oracles, experiment planning, faithful test environments,
efficiency, confidence estimation, and responsible recovery.
As recovery becomes practical, vendor-controlled lifetimes
become a business and design choice; consumers deserve an
exit path or pre-sale warning.

2 EARLY EXPERIENCE RECLAIMING
LOCAL CONTROL

We test whether Al-assisted recovery can provide a fallback
when a vendor does not provide an end-of-life control path.
Apple has retired its AirPort routers and announced that its
proprietary management application, AirPort Utility, will no
longer be supported on macOS 27 or iOS 27 [14]. AirPort
combines functional black-box hardware, encrypted traffic,
and undocumented protocol semantics, while the official util-
ity and physical devices provide ground truth for testing a
replacement. Our goal was not merely to describe the Air-
Port Configuration Protocol (ACP), but to recover enough
semantics to build a compatible AirPort Utility replacement.

Our initial approach was to ask Codex [40] with GPT-5.5
Medium [39] to reconstruct high-level code directly from the
AirPort Utility binary. This approach quickly became ineffi-
cient as even a button is entangled in compiled graphics and
user-interface frameworks irrelevant to reproducing its be-
havior. Worse, reconstructed code was difficult to connect to
an observable device effect and therefore difficult to validate.
We instead treated the running application as the primary
specification. We recovered its external behavioral contract
from traces and inspected the binary only when behavior
did not expose the information needed to reproduce it.

We ran AirPort Utility 6.3.9 and 5.6.1 on macOS Sequoia
15.7.7 and manually exercised their graphical interfaces while
recording three timestamped evidence streams consisting
of PNG screenshots, Accessibility-tree snapshots [1] that
described the visible controls and their contents, and PCAPs
captured with tcpdump [35]. Codex inferred user actions and
their corresponding protocol exchanges by leveraging trace
timestamps to align changes in the interface with packets
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sent to and returned by the device. We attempted to enumer-
ate the interface systematically and added workflows when
testing exposed missing behavior. We began with one Time
Capsule (model A1254), then expanded to two AirPort Ex-
presses (A1088/A1392), two AirPort Extremes (A1354/A1521),
and one last Time Capsule (A1470) running four firmware
versions from 6.3 through 7.9.1. The A1088 used the first
version of ACP; the other five devices used a second, substan-
tially different version. Prior work implemented portions of
legacy ACP, including individual property reads and writes,
but left many protocol features and complete management
workflows unsupported [49]; we supplied this material to
Codex.

The first PCAP revealed why traces alone were insufficient
as ACP traffic was encrypted. Codex dumped symbols from
both AirPort Utility binaries, used Ghidra [38] and command-
line object-file tools to follow relevant code into private ma-
cOS frameworks, and attached LLDB [44] to determine which
candidate cryptographic routines actually executed. Break-
points on key-derivation and cipher-initialization routines
captured per-session directional keys and associated them
with individual TCP flows. Modern ACP authenticates using
SRP-6a [16, 45], derives separate request and response keys
using PBKDF2-HMAC-SHA1 [30], and encrypts each direc-
tion with an AES-128 counter-mode construction; legacy
ACP instead uses a 1024-bit Diffie-Hellman [18] exchange
before applying the same stream construction. Codex also
recovered ACP framing, checksums, property records, and
structured serialization, enough to decrypt complete cap-
tures and construct a compatible client. This selective use of
binary analysis was critical, but we did not otherwise need
to inspect the original binary’s decompiled assembly.

Codex rebuilt the interface in Swift, using Accessibility
snapshots as its primary specification and screenshots when
they were ambiguous. It implemented the protocol in Python
so that the recovered client could also run outside macOS.
It replayed each workflow through Accessibility APIs and
mouse-and-keyboard automation. Each replay began from
a known router configuration. A reusable Python oracle
compared the decrypted packets sent and received by our
implementation with those produced by AirPort Utility. It
ignored differences that are nonsemantic, such as timestamps
and property ordering, while requiring the relevant fields,
values, and transaction groupings to agree. On a divergence,
Codex revised its model and implementation and replayed
the workflow, often for several iterations before we manually
inspected its changes and tested the result.

The oracle itself changed as we learned which differences
mattered. During Time Capsule onboarding, AirPort Utility
wrote a set of properties in one batch, whereas the replace-
ment divided the same fields and values across three writes.

Codex initially classified the outputs as semantically equiva-
lent, but the device rejected the three-write sequence. After
observing this failure, Codex revised both the implementa-
tion and the oracle to preserve the original batch boundary.
Transaction structure may therefore encode atomicity or a
hidden state transition visible only on the device.

Coverage presented a separate problem. An implemen-
tation that matched the Time Capsule traces failed on the
AirPort Express (A1088), which uses the older ACP proto-
col and exposes AirPlay [5] settings absent from the Time
Capsule. We responded by purchasing four additional de-
vices and collecting new traces across hardware families,
firmware versions, and capabilities. The final corpus repre-
sents roughly 184 protocol operations and 144 configuration
fields across 6 AirPort devices, including about 2,700 screen-
shots and Accessibility snapshots and 57,000 ACP packets
across 500 TCP flows. Across approximately 870 replay iter-
ations, Codex produced roughly 50,000 lines of source and
test code and 650 tests.

Within this evidence boundary, the replacement supports
both ACP versions, device discovery and authentication, con-
figuration of the same settings exposed by AirPort Utility,
onboarding, error reporting, AirPlay and disk management,
factory reset and disk erasure, and installation of Apple-
signed firmware. Every recorded workflow ultimately pro-
duced semantically equivalent exchanges, and we manually
confirmed configuration changes, restarts, resets, firmware
installation, and disk erasure on physical devices. The pro-
cess nevertheless required substantial human judgment as
we chose the evidence sources, collected traces, recognized
coverage gaps, audited the oracle, inspected intermediate
implementations, and physically reset devices that Codex
left in invalid states. Some experiments also caused routers
attached to our network to advertise weakly secured Wi-Fi
SSIDs; an isolated VLAN and automatic restoration of device
state would have made exploration safer and cheaper.

This result is evidence of feasibility, not completeness.
We tested six models and four firmware versions, could not
exercise PPPoE, and sampled only a small fraction of possi-
ble network modes, addresses, and authentication schemes.
The recovery consumed billions of model tokens, but we
estimate that reproducing it with the described methodol-
ogy would require four to five days of human work rather
than the months we would expect from manual reverse engi-
neering. The remaining costs were collecting representative
evidence, refining oracles, restoring physical state, and de-
ciding whether a failure called for another implementation
attempt or a new trace. These bottlenecks motivate the bar-
riers described next and the recovery loop in Section 4.



3 WHY DE-CLOUDIFICATION DOES NOT
SCALE

Our AirPort experience illustrates why de-cloudification
does not scale. It requires recovering a device’s behavioral
contract-not just decoding packets. A replacement controller
must reproduce when operations are valid, how sessions are
authorized, and how actions affect device state. Replaying
one camera request that begins streaming, for example, does
not reveal when streaming is allowed or how the device
behaves when another client is connected.

Recovering this contract requires connecting low-level ar-
tifacts to high-level intent. A packet capture shows message
order without revealing the corresponding action; decom-
piled code exposes parsers or cryptographic routines without
showing how a user reaches them; and field meanings may
depend on hidden state. Protocol recovery must therefore
explain the original system’s behavior, not merely capture
traffic or translate assembly.

Evidence is scattered across the application, traffic, logs,
and physical device. Investigators must repeatedly move
among them, such as tracing an encryption path through
a binary before testing competing interpretations on hard-
ware [8, 9, 11, 29, 36, 46]. Each experiment may invalidate
earlier assumptions while firmware and hardware differ-
ences can silently break an implementation. While existing
tools expose the evidence, humans must still decide how the
evidence fits together and what to investigate next.

Foundation models can quickly turn traces and imple-
mentation artifacts into protocol models and candidate im-
plementations [7, 15, 21, 28, 31-33, 37, 41, 47, 48], shifting
the dominant cost to validation. Validation consists of con-
structing behavioral oracles, gathering coverage, selecting
experiments that distinguish competing explanations, and
estimating confidence. If vendor-held credentials, remote
attestation, or a mandatory cloud service blocks operation
even after protocol recovery, the obstacle is authority rather
than semantics. That case requires an end-of-life control-
transfer path; missing semantics motivate the closed-loop
process that follows.

4 TOWARD AI-ASSISTED
DE-CLOUDIFICATION

Our AirPort experience suggests that de-cloudification can
be organized as a closed-loop experimental process. We en-
vision an Al system that maintains a model of the original
protocol together with a candidate implementation, then re-
peatedly asks: Which next experiment will most reduce
uncertainty? The answer may be to collect new evidence,
revise the implementation, or test a competing explanation.
The objective is not to reproduce every internal detail of the
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original software, but to recover a declared set of owner-
relevant behaviors with enough evidence that the replace-
ment can be trusted within that scope.

Figure 1 summarizes this recovery loop. The process be-
gins by constructing an initial corpus of observations.
Whenever the original system remains available, these traces
can be collected from human users to produce a representa-
tive corpus. An agent can also exercise the original system’s
application and record the resulting traffic, interface behav-
ior, and device state. It can begin with common workflows,
then vary the initial state or one user input at a time to ex-
pose differences in protocol behavior. Binaries and firmware
provide additional evidence when behavior alone is insuffi-
cient. Each observation should connect an intended action
to the messages exchanged and the resulting device behav-
ior, giving the agent a basis for reasoning about protocol
semantics rather than treating traces as disconnected byte
sequences.

From this corpus, the agent constructs an executable
model of the device-control protocol. The model must de-
scribe not only how messages are encoded, but when they
are valid and what effects they should produce. It may con-
tain competing hypotheses about state transitions, authen-
tication, encryption, object relationships, or invariants pre-
served by the original implementation. Representing this
uncertainty is important because several explanations may
fit the initial evidence. The model must generate messages
and predict responses; prose alone cannot close the loop.

The agent must then decide what to do next. If two hy-
potheses explain the current evidence equally well, the agent
should select an experiment whose outcome distinguishes
between them. This may require collecting a trace from an
unobserved workflow, inspecting a binary function, replay-
ing an interaction under a different state, or fixing a specific
divergence in the candidate implementation. The best exper-
iment is not the one that produces the most data, but rather
the one expected to eliminate a consequential ambiguity at
acceptable cost. The agent must therefore consider expected
information gain, oracle quality, and whether the experiment
can be executed in a controlled environment.

Each selected experiment is executed and evaluated
against a behavioral oracle. Whenever possible, the offi-
cial application and physical device serve as the reference
implementation. The agent performs the same operation
with the original system and the candidate, then compares
their observable behavior. In our AirPort work, the oracle
compares semantic packet batches. For another device, it
may compare application state or a physical outcome. The
oracle should normalize irrelevant nondeterminism, preserve
semantic differences, and identify the source of a divergence
rather than return a single pass-or-fail result.
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Figure 1: Al-assisted de-cloudification as a closed-loop experimental process.

The experiment then updates the protocol model and
candidate implementation. Supporting evidence increases
confidence in a hypothesis, while a discrepancy may re-
veal an incorrect field interpretation, missing transition, or
version-specific assumption. The system should preserve
the provenance of each conclusion and maintain a coverage
map that records which workflows have been reproduced
and which behaviors remain unexplored. The revised model
becomes the starting point for the next iteration.

Determining when the process has converged is more
difficult than evaluating a single experiment. Matching every
collected trace establishes correctness only within the cover-
age of those traces. A practical system should stop when the
candidate matches a coverage-defined test suite, remaining
uncertainty is explicit, and further experiments are unlikely
to change the supported behaviors. A human can then audit
unobserved states and assumptions embedded in the oracle.
The result is a scoped claim about recovered behavior, not
proof that the entire protocol is correct. Building a system
capable of making that claim raises the research challenges
we consider next.

5 RESEARCH CHALLENGES

The closed loop in Section 4 turns protocol recovery into a
systems problem. Models can generate candidate explana-
tions and implementations. Reliable de-cloudification, how-
ever, depends on evidence quality, experiment selection, and
the claims attached to the result. We identify seven chal-
lenges that must be addressed before this process can operate
with limited human supervision.

1. Coverage. Ordinary traces are biased toward common,
successful workflows and omit the states most likely to ex-
pose an incomplete model. Random protocol fuzzing can
expand the corpus, but often produces invalid messages
without reaching meaningful behavior. An Al-guided system
could instead generate user workflows, vary one condition
at a time, and target uncertain regions of its current model;
traces from real users could expose behaviors the developer
did not anticipate. The open problem is to turn these sources
into a useful measure of behavioral coverage. We want to

know which user-relevant states and transitions the replace-
ment supports rather than just how many packets or code
paths were observed.

2. Behavioral oracles. Every experiment needs a cheap
way to determine whether the candidate behaved correctly. A
packet-level comparison may suffice for one protocol, while
another requires observing application or device state. The
oracle must ignore irrelevant nondeterminism without hid-
ing semantic differences. Constructing an oracle manually
can require nearly as much work as recovering the protocol
itself. A practical system must therefore derive oracles from
repeated executions and existing interfaces, and combine
partial signals when no single observation suffices.

3. Experiment planning. Given an incomplete model,
the agent must choose the next action that resolves a conse-
quential ambiguity rather than simply collecting more data.
Possible experiments differ in expected information gain,
cost, oracle quality, and dependence on physical hardware.
The agent must estimate these quantities from a model that
may itself be wrong, then decide whether to gather another
trace, inspect the binary, or revise and replay the candidate
implementation. This is active learning over a changing, par-
tially observed system rather than ordinary test generation.

4. Faithful test environments. A development environ-
ment or emulator is the natural place to run destructive ex-
periments like wiping a disk, but building one is not straight-
forward when the device semantics are still unknown. A
trace-replay server may faithfully imitate observed responses
without reproducing the device’s internal state changes that
make an action destructive; a learned simulator may encode
the same blind spots as the current protocol model. The
research challenge is to construct a resettable surrogate in-
crementally, validate which parts of its behavior are faithful,
and identify when an uncertainty can only be resolved on
real hardware. Such environments are necessary not only
for safety, but also for reproducible and parallel experimen-
tation.

5. Efficiency. Experiments may require restarting an ap-
plication, restoring state, waiting for timeouts, or accessing
scarce hardware. A recovery system should reuse evidence



rather than repeat work after every model revision. Deter-
ministic replay and caching can preserve normalized traces,
binary-analysis results, and prior oracle outcomes, while in-
dependent experiments can run in parallel when they do not
share device or cloud state. The deeper challenge is identify-
ing reusable experiment state after each model revision.

6. Confidence and convergence. Passing every collected
trace does not establish correctness because the corpus and
oracle may both be incomplete. Confidence should therefore
attach to individual behaviors and their supporting evidence,
not to the protocol as a whole. Holdout traces, adversar-
ial tests, and contradictions across device versions may ex-
pose overfitting. Convergence must remain scope-relative,
meaning the candidate matches the original over a coverage-
defined test suite, its assumptions are explicit, and additional
experiments are unlikely to change the supported behavior.
A human audit remains appropriate before high-impact use.

7. Responsible recovery. A system intended to preserve
owner control could also reproduce proprietary services, ex-
tract credentials, or automate unauthorized interaction with
third-party devices. The research community must distin-
guish repair, preservation, and defensive analysis from mis-
use. One defensible boundary is to focus on owner-authorized
devices, produce clean replacement implementations rather
than redistribute extracted code, preserve authentication
boundaries, and disclose discovered vulnerabilities through
established channels. Vendor-provided local interfaces and
end-of-life specifications remain preferable; Al-assisted re-
covery is a fallback when those paths do not exist.

Together, these challenges suggest that the limiting fac-
tor in Al-assisted de-cloudification will not be the ability
to produce another plausible implementation. It will be the
infrastructure needed to gather representative evidence, val-
idate behavior, experiment reproducibly, and communicate
the scope of what has been recovered. Independent recovery
remains a fallback, while its growing feasibility strengthens
the case for vendor-provided control-transfer paths.

6 WHEN SUPPORT ENDS, CONTROL
SHOULD TRANSFER

An end-of-life control-transfer principle. We propose a
simple rule for preventing non-consensual e-waste: vendors
may stop supporting a device, but they should not retain the
technical power to make otherwise functional, owner-held
hardware unusable. Ending support and preventing owners
from supporting a device themselves are distinct choices.
For devices whose core functions can operate without a con-
tinuing vendor service, the vendor should provide a usable
end-of-life path. It can preserve a local operating mode, pub-
lish a stable interface, release the information needed to build
replacement software and the authority needed to operate it,
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or provide a mechanism for transferring trust to an owner-
authorized controller. Al-assisted recovery should remain
a fallback when these paths are unavailable, not a substi-
tute for them. Vendors already possess the semantics and
authority that independent investigators must reconstruct.

Consent requires disclosure before purchase. If a de-
vice is designed without an end-of-life path, that limitation
should be disclosed prominently before sale rather than dis-
covered after the hardware has been deployed. The disclosure
should identify which functions require a vendor-operated
service, the minimum guaranteed support period, which
functions may disappear afterward, and whether the owner
will receive a local-control or trust-transfer mechanism. This
requirement would not prevent vendors from selling service-
dependent products; it would make the vendor-controlled
lifetime a term that consumers can evaluate before purchase.
Without either an exit path or informed consent, discontinu-
ing support gives the vendor unilateral power to determine
the useful lifetime of hardware it no longer owns.

The obligation is scoped. Not every cloud function can
be replaced locally as some products genuinely depend on
remote computation, shared infrastructure, licensed con-
tent, or a continuing human-operated service. The control-
transfer principle does not require perpetual free service
or the disclosure of shared credentials and third-party se-
crets. It applies when core functions are performed locally
or an owner or third party can reasonably supply a replace-
ment control path without continued vendor cooperation.
An end-of-life path can preserve authentication, safety, and
privacy through mechanisms such as per-device owner keys,
physical-presence requirements, and documented trust ro-
tation. If vendor-held credentials, remote attestation, or a
mandatory cloud service still block owner-authorized re-
placement after protocol recovery, the remaining obstacle is
authority rather than missing semantics.

Al changes the policy baseline. Our early experience
does not show that de-cloudification is automatic as cover-
age, validation, and experiment planning remain difficult. It
does show that foundation models are reducing the cost of re-
constructing missing semantics, while vendors already have
the source code, documentation, and authority needed to pro-
vide an exit path directly. As independent recovery becomes
more practical, a vendor-controlled device lifetime becomes
less a technical necessity than a business and design choice.
The systems community should build dependable recovery
fallbacks and end-of-life trust-transfer mechanisms; vendors,
standards bodies, and policymakers should make exit paths
the default, with clear pre-sale warnings otherwise.
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7 CONCLUSION

Cloud-tethered devices should not become e-waste merely
because vendor support ends. Vendors need not operate ser-
vices forever, but they should provide a local operating mode,
release the information and authority required by replace-
ment software, or transfer trust to an owner-authorized con-
troller. Foundation models make independent recovery in-
creasingly practical, but dependable de-cloudification still
requires better coverage, behavioral oracles, experiment plan-
ning, and confidence estimation. Al-assisted recovery should
remain a fallback, not a substitute for deliberate end-of-life
design: support may end, but control should transfer.
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