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To use the internet is to be vulnerable
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To use the internet is to be vulnerable
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Encryption secures data

O encrypted data
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Encryption secures data, but prevents use

O encrypted data
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Programmable cryptography enables use

A programmable cryptosystem securely executes a developer-
defined program on secret data.

Examples:

FHE ZKP MPC

Fully Homomorphic Encryption Zero Knowledge Proof Multi Party Computation

compute on encrypted data prove properties of secret data

E(x) > E(f(x)) E(x) = ¢(x)

compute on distributed data

xly - flx,y)

Encryption secures data. Programmable cryptography

secures data in use.
Opgpgsk Q} @ | 17 a E '@l i:‘ Splitwise
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Programmable cryptography is general

A programmable cryptosystem securely executes a developer-
defined program on secret data.

input

)
Programmable Private/secure
Program — — . .
cryptosystem functionality
? } |

I I
I ! output

designed by a designed by a
developer cryptographer



Programmable cryptography needs a stack
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My PhD work:

High-level Low-level Secure
ldea program IR app
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’,05 l w,(w,-9=0 Cryptosystem ﬂ

’ *lo I | |
Rr J

Part 0: An example: private payments

Part |: Collaborative zero knowledge ( )
Part 1l: Common compiler infrastructure (compilers)

Part Ill: Verification via finite field solvers (verification)
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Running Example: Private Payments

3% Security properties:
O
,cuol (A ) Privacy:
$$$ 1S +$ Bob » only owners know balances
FON —$ * only participants know tx amounts
Alice Integrity:

$ * money is conserved
O * all balances are positive
N * participants authorize every tx

Cal
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First attempt: payments from a public log

Alice has d, $.

Public log

Bob has dy $.

Alice sends 6§ < [0,d,4] $.

A:dy
B:dpg
A:dy— 0
B:dg + 0

O-A' O-B

\/

all datais public
= Nno privacy

users check log
= easy integrity

11



Second attempt: just encrypt the log?

Alice has d, $.

eq = E(ky, dy)
Alice sends 6§ < [0,d,4] $.
ey = E(ky,dy —06)

Public log Bob hasdy $.
€a €p = E(kB'dB)
€p
el

; e}, = E(kg, dg + )
e
5 What if
O-A, O-B

\/ el = E(ky, dp + 26)?

Balances is encrypted
= easy privacy

Can’t validate txs
= no integrity

12

*Let E be a suitable cipher (e.g., AEAD + CMT-4). “Confidential Transactions” [Maxwell ’15]



Fixing it, with programmable cryptography

Public log

ldea: add a zero knowledge proof (ZKP)
that the updates are correct.

es = E(ky, dy)

ep = E(kp,dp)

e;l — E(kA' dA o 6)

e, = E(kg,dg + 6)
0<06<d,

13




The full stack of programmable cryptography

Private
ldea Program IR payments
= E(k,,d, .
Programmer (fB :EEkB,dB)) Compiler x*+%x.:=w.  Programmable —
=

— | ol = F(ky,dy — 5) | — w.lw-0=0 cryptosystei l :

T eé:E(kBrdB-l_(S)
Lo 0<6<d,

& ' I
1] Running example

Part |: Collaborative zero knowledge

\ 9 o8 .

]
(S

Part Il: Common compiler infrastructure

Part lll: Verification via finite field solving y



The full stack of programmable cryptography

Private
ldea Program IR payments
€a 4 = E(kA, dA) .
Programmer |, Z ;. d) Compiler x*+%.:0  Programmable __—.

— e! = E(ky d, — ) — w.lw-3=0 CryptosySte =

eé = E(kB'dB + 6)

\ & 8o 0

e 0<6<d, :
- | I
| & J
Y
1
Part |: Collaborative zero knowledge [Ozdemir, Boneh; USENIX Security *22]

Part Il: Common compiler infrastructure

Part lll: Verification via finite field solving 15



What is a traditional ZKP?

Consider a property P(x,w)
publicdatax (es, ep,ex €ep)

w is used to build

P(x,w) l

secretdataw (dy, dg, 0,k kg)

m < Prove(P, x,w)

V(x)

. . 1T
A ZKP is two algorithms:
Prove(P,x,w) » 7 T Verify(P, x, )
Verify(P, x, ) — {accept, reject} es = E(kp, dp)
el = E(ky, d, — 6)
: . . er = E(kg, dp + 6)
Security properties (informal): 0<5<d,
complete: avalidw yields avalid
sound: constructing a valid r is infeasible without a valid w

zero-knowledge: m reveals no information aboutw

16



Problem: who creates the ZKP?

w = (d,,dg, 8,k kg) is used to build

bttt

Alice knows some of w. Bob knows some of w.

Problem: no single party can create a ZKP,
because the secrets are distributed.

Sending w to one party is not private.

Contributions:
1. A new definition: the collaborative ZKP
2. Avery efficient construction

17



Our definition: Collaborative ZKPs

Prior: ZKPs Collaborative ZKPs
muliple purkes - muliple secrets
e
( Py (x, W)
P(x,w) Y N

P1(x,wy) <> P3(x, w3)

T it via T -
v - dictributed p vy S

0 O

V(x)oo V(x)

sound, complete, hides w fromV also hides w; from 18



A naive protocol

P'x,w = (wy,wy)

!

ZKP
proving
algorithm

=>

Existing,
generic MPC

| g »INEC
‘ Problem: >1000X slower
I}

m--,

!

I

Naive
llaborative
proving
protocol

Our result:

collaborative ZKPs are
almost as fast as ZKPs.

!

T
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Choosing the right starting point

the slowest part
of proving

A

-Hashingbased- unstructured bottleneck
All ZKPs Elliptic-curve (EC) based algebraic bottleneck

Step 1. Start from the right ZKP

An EC: a set of p points G, H, ... with scalar EC point
e addition (G H H) secret public
* multiplication by scalars (z [] G) (encodesw)  (encodes P)

'ZEZP, p—{O ,p—l} 20



Intuition: how to handle the bottleneck

Step 2. Solve the bottleneck with Z,, and EC secret sharing
H « WL, (z; Gy

Local computation Result:
. ' ] N
Prover 1: Vi,getsrandomz;; H; « B, (2, @ G;)
H = H; HH H,
. - . , N
Prover 2: Vl, gets Zilz — Zj Zi,l HZ < i=1 (Zl’)z . Gl
|\ N J
(note: z; = z; 1 + z; ,) An EC-linear
’ ' sharing of H
|\ J
Y

A Zp-linear sharing of z;
21



Zooming out:

* Thisis one (key) step in a big protocol
* Malicious security is necessary
e Sketch: lift SPDZ & GSZ’20 to ECs




Efficient collaborative ZKPs & their impact

Q) o Launched an active research area
2" \99 ‘.“ [HKKLMRRV’22], [CLM’23], [GGJPS’23], [GIMW’24],
1/\{8 o ~500 X [DKR’23], [ZFS’24], [6GSSZ’25], [RGGJS’25],...
~~ OO. “O‘
\ZID-J/ 2 '\Qe o""
I= WO .o ,Dg? 3 =2X Multiple industrial
'; 2’ O implementations and compilers
% i O\)( \'3(\6\ TACZD m . =/
2 |=1000x o ; -

N\

Q

’l} Ongoin licati t ivat

, going applications to private
d markets, ZKP outsourcing, ...

2’ 2’ 2" 2" 2" m . E%

Property Size (# Gates)
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The full stack of programmable cryptography

Private
ldea Program IR payments
€a 4 = E(kA, dA) .
Programmer |, Z ;. d) Compiler x*+%:w, Programmable _—.
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Part |: Collaborative zero knowledge [Ozdemir, Boneh; USENIX Security *22]

Part Il: Common compiler infrastructure

Part lll: Verification via finite field solving o



The full stack of programmable cryptography

Private
ldea Program IR payments
€a 4 = E(kA, dA) .
Programmer |, Z ;. d) Compiler x*+%:w, Programmable _—.

— 3A=E(kA;dA—5) — i E
" ey = E(kp, dg + ) "’-(“’":‘3’0 Cryptosyste
0= 0<6<d, .

| |

| 9
\o oo o
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Part |: Collaborative zero knowledge

Part Il: Common compiler infrastructure |[Ozdemir, Brown, Wahby; IEEE S&P *22]

Part lll: Verification via finite field solving 2



Problem: ZKPs for high-level programs

Complex applications require high-level languages

Even simple applications do too:

library function —

€a = E(kAJ dA)

If-statements
loops
arrays/RAM
custom types

ep = E(kg,dg)
8;1 — E(kA' dA _ 5)
e, = E(kg,dg + 9)

<6 <d;
// %

Booleans bounded
Integers

\
bitstrings

26



Compilation is hard

types C subset — /KP  arithmetic
memory N L,-encedetypes |~ circuits

@ /NSO D NAIA OO
[J

control flow Datalog — — MPC  (+, X, and =inZ,)
functions 4aais et

ZoKrates — T mune<alls — FHE
———_PBAplore paths

. AT Unroll loOps— \

~— .

——ChReakRAR > °

27



Can we make common infrastructure?

types
memory

control flow
functions

C subset /KP arithmetic
\ / circuits

Datalog——| 7 |——MPC (+, x, and =inZ,)

ZoKrates / \ FHE

* [nline calls

e Check RAM

* Explore paths
* Unroll loops Our insight: this looks like
bounded model checking

|

Key challenge: what is the common abstraction?

28



BMC: bounded model checking is compilation

access
O0B?

&

E—

Program [ Query ]

1. Model the program and query as
an SMT logical formula

SMT: Satisfiability Modulo Theories
(a many-typed formula)

Compiler
2. Check the formula with a solver I

st

‘ Solver |—»[ Y/N ]

29

[Clarke, Emerson ’81] *the BMC connection is latent in projects like CBMC-GC



Building CirC (Circuit Compiler infrastructure)

C subset \ / /KP

Datalog ——| CIrC |—— sM1

30X less code, / \ |
ZoKrates Hybrid MPC CMU &§

better perf.
ILPT ILP.fo.rMI.DC }
optimization

Applications: iMath proofs that fit] FHE cvmuU B
& Lean <_in Fermat’s margin |
&'Penn Numeric optimization Envu Private middleboxes

s ¥ Signature possession Mgorand Cryptocurrency bridges

0



The full stack of programmable cryptography

Private
ldea Program IR payments
= E(k,,d, .
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Part |: Collaborative zero knowledge

Part Il: Common compiler infrastructure |[Ozdemir, Brown, Wahby; IEEE S&P *22]

Part Ill: SMT for finite fields .



The full stack of programmable cryptography

Private
ldea Program IR payments
€2 4 = E kA;dA .
Programmer ; _ EEkB,dB)) Compiler x'+x.:=w Programmable —

D | =B d, —0) | m— ) =| 0
’ .- =0 —

: el = E(ky dy + 6) 0o.(w : Cryptosyste

< 0<5<d, ' . |

| 9
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Part |: Collaborative zero knowledge

Part Il: Common compiler infrastructure

:)a rt || : SMT fOI’ finite fleldS [Ozdemir, Kremer, Tinelli, Barrett; CAV ’23]




Bugs have serious consequences

Private
ldea Program IR payments
€s = E(ky,dy) .
Programmer (fB — E(k,.d,) Compiler x*+%.:=w.  Programmable =
e} — el = E(k,, d, — 6) — )
| ch = Bk, dy +5) ala:=0—crypt
o 0=0=ds one missing

equation...

Correctness is a big deal: undetectable!

real vulnerabilities ZKP audit companie

.V ey I
V TRAIL B ZKSECURITY
E@ Veridise A >ECU

33



Definition: ZKP compiler soundness

High-level predicate

P(w e W) ——| Compiler
1

Ln-equations

For simplicity,
hardcode x into P

¢V € Z})

Encoding V4

For simplicity,
assumeeisa
bijection

e:W—>Z§

Definition of soundness:

every ¢-solution encodes a P-solution.

VB EZL,  ¢@) = P(e (@)

34




Standard approach: reduction to satisfiability

¢ is sound if:
Vi eZ,  ¢(@) = Ple (D))

¢ is unsound if

(¢ = P(e™'(®))

IS satisfiable.




We need the right kind of solver

¢ is unsound if U is satisfiable:

NGORIIGRD)

/T N

Booleans = SMT solver

Problem:
No SMT solvers natively support Z,,

Our contributions:
* An SMT theory solver for Z,,
* An implementation in cvc5

36



[Ozdemir et al., CAV 23]

L.,-solving, Part |

Problem: zeres i extension fields (x<m)—> Unsound ! \ J SAT
Y/ a&a&””’
f&f””” SUCCesSS
Lp-equations | Grébner Basis: Pt et | Backtracking
- 1€ (f;)? search
N\ si@) =0 /
L -

failure

A Polgnomial [‘A\\ po\amm‘na\s Hat
ithout zerve. g zenos with the £, UNSAT

37



1.,-solving, Part Il: backtracking search

At each node:
e Computea GBB

y=1 ... * Branch in one of three ways:
e If 3 univariate p(X;) € B:
X » factor p and branch on X; roots
Trdwition: — ¢ If dim > 0: random search:
# ol utions ~ Pdm th=1
- X, =1,
(@alsg, over Z }() ° X1 = 2,
« X, =2, ..
Jbut B . Else, if dim = 0:
"‘B\/\‘g shrucued | * Use B to compute a univariate

p(X;) € (B) -



Experiment: translation validation

100

S
O 75
ks
o
x ~
Verifying compilations of =
random* Boolean programs. 2 2 10X
@)
© 4% 5% \V
0 S
SMT SMT Computer
(Z,p) (Z) Algebra
System
Solver

*With 2-12 input variables and 16-128 intermediate operators.

53%

SMT
(Zp)

our solver

39




Verifying a compiler backend

[CAV’23a] s

[CAV’23b]

s

SMT for Z,, ]

-

Found bugs in &
verified the
CirC ZKP backend

~

ey = E(ky,dy)

eg = E(kg, dp)

ey = E(ky,dy — 0)

ep = E(kg,dg + 6)
0<6<d,

e 18t ZKP compiler correctness definition
 compilers + cryptography

e 18t verified ZKP compiler pass
 compilers + verification

* Verification failed!?
* Amiscompilation in our example

* After patches, verification passed

40



Industrial use

: Better than SMT
Research Industry for Z, but ...

Vel

Audit tools 1

[PLDI’23]

[CAV23al S{ SMT for Z, }

I &

-- a N
| s Found bugs in &
[CAv24] o | 2 New solvers) ~  verified large ‘\'\? Late 2024
V L client programs y
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The full stack of programmable cryptography

Private
ldea Program IR payments
€a 4 = E(kA, dA) .
Programmer |, Z ;. d) Compiler x*+%.:0  Programmable __—.

— | ol = F (), d, — ) | — ' ) ﬂ =09
’ .- =o —_
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Part |: Collaborative ZKPs

Part Il: Common compiler infrastructure

:)a rt || : SMT fOI’ finite fleldS [Ozdemir, Kremer, Tinelli, Barret}é CAV ’23]




Part |V:
What’s next?



Now is the right time

Encryption is ubiquitous o w

* Good news: people want privacy
* Next frontier: datainuse

Programmable cryptography is becoming practical
 Deployments: payments (Monero/Zcash), statistics (i0OS/Android), ...

* Good news: efficient enough
* Bad news: so far, it requires application & cryptographic expertise

A stack that separates concerns will unlock more applications

9 EQUIHIX -"' m B “Splitwise E ‘1m7‘ 6 e 44




My vision:
The full stack of programmable cryptography

- My PhD work:
-p ﬁ Q[ App J
?

Compilers
CirC

Compilers

FHEpc [ Programmable |

Verification
ZKP __cryptography

SMT for Zp
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" First compiler [S&P’23] [S&P’25a] [USENIX Sec.20] Definitions and
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