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Abstract—Constant-time programming ensures zero leakage
of program secrets via hardware side channels by preventing
secrets from being passed to unsafe instructions. However, as
microarchitectures employ more data-dependent optimizations
to boost performance, more instructions become unsafe, and
constant-time code incurs high performance cost. A promising
alternative is bounding leakage according to application-specific
requirements, but principled methods for doing so remain elusive.

We present Helium, a three-part framework for quantifying
hardware side-channel leakage of program secrets on specific
microarchitectures. First, it leverages a new metric for expressing
probabilistic privacy guarantees. Second, it employs a novel
formalism for encoding how arbitrary hardware side channels
give rise to attacker observations. Third, it provides two analysis
techniques—symbolic (precise) and simulation (conservatively
approximate)—to determine whether high-leakage observations
occur with sufficiently low probability for a given victim program,
secret input, microarchitecture, and attacker model.

Through four case studies spanning cryptographic and image
processing applications, Helium demonstrates the necessity of
considering both program and microarchitecture when assessing
security-performance trade-offs. In one case, improved perfor-
mance does not imply worse security; in another, accepting small
leakage risk enables significant performance overhead reduction
compared to a recent zero-leakage software side-channel defense.

Index Terms—hardware side channels, leakage quantification

I. INTRODUCTION

Microarchitects are increasingly employing data-dependent
optimizations to improve hardware performance [81]]. Com-
mon examples include computation simplification [[10], [43]],
[46], [52], [97]], pipeline and register file compression [22],
[42], silent stores [63]], computation reuse [53]], value pre-
diction [74]], and data memory-dependent prefetching [28],
[90]. Such optimizations can cause victim programs to create
data-dependent hardware resource usage, which attackers may
observe (e.g., via effects on execution time) to infer data
values, giving rise to hardware side-channel attacks.

The standard approach to defend secret-processing code
from side-channel attacks is constant-time (CT) programming,
which avoids passing secrets to the unsafe (“leaky”) operands
of instructions that create operand-dependent hardware re-
source usage [5], [6]], [26]], [35]], [50], [76]. Historically, unsafe
operands were limited to memory addresses, branch operands,
and the operands of few variable-time arithmetic instructions
(e.g., division [7]]). Today, the proliferation of data-dependent
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hardware optimizations threatens to render all instruction
operands unsafe, making CT programming impossible [81].

Two strategies have emerged to salvage programs’ ability
to prevent secret-data-dependent hardware resource usage on
modern hardware. The hardware strategy relies on ISA exten-
sions that disable data-dependent optimizations via hardware
modes (Arm DIT [2], Intel DOIT [1]]) or dedicated safe
instructions (RISC-V Zkt/Zkvt [51]])). Hardware modes, domi-
nant in commercial hardware, are coarse-grained: once enabled
from user (DIT) or kernel (DOIT) mode, they affect all instruc-
tions regardless of operand secrecy. While the current overhead
of DOIT in particular has been deemed acceptable [§]], Intel
has warned that its performance impact may be “significantly
higher on future processors” [30]. That is, as microarchi-
tectures incorporate more data-dependent optimizations, the
performance cost of coarsely disabling them is unknown and
potentially large. The software strategy offers finer-grained
control by ensuring that secret operands to unsafe instructions
do not trigger data-dependent hardware behavior [18]], [35],
[37], [95]]. Yet, this approach requires safe instructions to
transform secret operand values, making it less effective as the
set of safe instructions shrinks, and still incurs high overhead
(up to 28 from a recent approach [37]).

Rather than pursuing zero leakage through CT program-
ming, bounding leakage offers compelling performance ben-
efits [34], [101] and aligns with threat models that require
negligible leakage [17]]. Bounding leakage requires a metric
for quantifying leakage and a method for computing it given
a victim program, secret input, microarchitecture, and attacker
model. Prior work uses information-theoretic metrics to relate
secret input distributions to attacker observation distributions.
In particular, mutual information [13]], [31]], [93]], [98]] and
maximal leakage [34], [54], [94] have been used to quantify
the average leakage of a secret across attacker observations.
However, these averaging metrics mask low-probability, high-
leakage events, failing to provide probabilistic bounds that se-
curity practitioners require. Prior work computes these metrics
using bespoke side-channel models that are not easily adapted
to new channels and software analysis tailored to specific side
channels [[13]], [27], [34], [36], [68]l, [93], [98].

A. This Paper

We present Helium, a framework for quantifying the risk of
hardware side-channel leakage for arbitrary combinations of a



/I Zero-skip optimization: MUL instruction i exhibits a fast pobs (pobsy)

if either operand is zero or a slow pobs (pobs2) otherwise.

pobs zero_skip(MUL i) :
if(i.opl ==0Viop2 ==0):
else : return pobsa

return pobsy

Fig. 1: Multiply instruction 4 can exhibit two different observable execution
paths, pobsy or pobsa, as a function of its operands.

victim program, secret input, and microarchitecture, assuming
an attacker that observes victim instructions’ precise hardware
resource usage in time and space. Helium resolves limitations
of prior work by adopting: a new information-theoretic metric,
called pointwise maximal leakage (PML) [79], to express
probabilistic guarantees on hardware side-channel leakage;
microarchitectural observation (pobs) functions to model how
hardware side channels create instruction-level attacker obser-
vations; and Tracer to derive program-level attacker observa-
tion distributions using pobs functions.

PML: Unlike averaging metrics, PML quantifies leakage
per attacker observation and enables expressing privacy guar-
antees as statistical properties of the leakage distribution across
all attacker observations of a victim program’s execution. To
our knowledge, we are the first to apply PML to reason about
side channels. We show how the tail-bound guarantee [79]],
which expresses that high-leakage observations occur with low
probability for user-selected thresholds, is especially useful for
navigating side-channel security-performance trade-offs. For
example, consider the zero-skip optimization, which allows
arithmetic and bitwise logical instructions to “skip” execution
when at least one operand is zero [10]], [52], [53], [97]. An
attacker that observes a fast execution learns that at least one
operand is zero; a slow execution reveals both operands are
non-zero. Intuitively, fast executions leak substantially more
information. Using PML, Helium determines whether high-
leakage observations occur with sufficiently low probability
for a program to be deemed secure.

pobs  functions: Recent work shows that operand-
dependent hardware resource usage manifests as microarchi-
tectural execution variability for the same (our focus,
or different instructions [48]]. Based on this insight, Helium’s
pobs functions are a unifying formalism for succinctly encod-
ing how different observable microarchitectural executions of
an instruction, called pobs, arise as a function of one or more
unsafe instruction operands due to one or more optimizations.
Helium’s pobs functions bear similarities to other side-channel
models proposed for leakage detection [14f], [48]], [81]], but
are more abstract, capturing minimal hardware information
for leakage quantification. Fig. [T] shows a pobs function for
a multiply instruction impacted by the zero-skip optimization,
which outputs a fast or slow pobs as a function of its operands.

Tracer: As a victim program executes, instructions in-
teract with hardware side channels, exposing pobs as de-
scribed by pobs functions. We call the resulting sequence of
instruction-level pobs across a full program a microarchitec-
tural observation trace (utrace). We consider a strong attacker

model, where the attacker can observe complete utraces;
weaker attackers may observe some non-identity function of
ptraces, e.g., their execution latency (§VIII). Computing PML
requires the distribution of program-level attacker observa-
tions given the secret input distribution. The distribution of
attacker observations emerges hierarchically: the program’s
semantics determine the distribution of individual instruction
operands; these operand distributions induce the probabilities
of instruction-level pobs; and, in turn, the pobs probabilities
compose to form the probabilities of the full ptraces.

Helium provides Tracer, comprised of two approaches Trac-

erSym and TracerSim, for automatically computing the utrace
probability distributions given a victim program, secret input
distribution, and set of pobs functions. TracerSym uses sym-
bolic execution and model counting to determine exactly how
many secret inputs map to each utrace. TracerSim is a scalable
alternative using Monte Carlo simulation and conservative
statistical bounds to approximate utrace probabilities. While
symbolic and simulation-based techniques are standard for
side-channel analysis [13]], [14], [20], [23], [34], [56[, [78],
(801, [89], [91], [93], (98], Helium uniquely applies them to
enable probabilistic side-channel leakage quantification.

Through four case studies spanning cryptographic [33]] and

pixel-processing applications [38]], we assess Helium’s scala-
bility and show how Helium enables hardware and software
designers to reason intuitively about the security-performance
trade-offs of high-overhead side-channel mitigations.

In summary, Heliun‘Eﬂ makes the following contributions:

1) Probabilistic Side-Channel Security: We adopt PML as
a metric for quantifying hardware side-channel leakage,
which enables bounding the probability of high-leakage
attacker observations via the tail-bound guarantee.

2) pobs Functions: We introduce a formalism to encode
how arbitrary hardware side channels map instruction
operands to instruction-level attacker observations. Unlike
prior side-channel models (§IX]), pobs functions are de-
signed specifically for leakage quantification.

3) Tracer: We provide symbolic and simulation-based anal-
yses similar to prior work (§IX), but tailored to au-
tomatically compute program-level attacker observation
distributions given a victim program and a set of pobs
functions modeling a microarchitecture.

4) Case Studies: We use Helium to compute tail-bound
guarantees for security-critical programs across microar-
chitectures modeled by different pobs functions. In one
case, tolerating a 0.0003 probability of exceeding 0.0004
bits of leakage enables avoiding 2.31x overhead from a
state-of-the-art software side-channel defense [37].

II. BACKGROUND

This section gives background on side-channel attacks

(§IT-A), microarchitectural execution variability (§II-B), and
information-theoretic leakage metrics from prior work (§II-C).

'Helium is used as a high-precision “tracer gas” to detect and locate leaks
in underground pipes.
Zhttps://github.com/samanthaarcher0/Helium- Artifact



A. Hardware Side-Channel Attacks

Hardware side-channel attacks are often described using
a telecommunications analogy [57]: a transmitter (an un-
safe instruction in the victim program) modulates a channel
(a hardware resource) in an operand-dependent manner. A
receiver (the attacker) observes the channel modulation to
infer the operand value. Channel modulations manifest as
microarchitectural execution variability for one or more in-
structions, called transponders [48]. So, a receiver ultimately
observes channel modulations by measuring physical aspects
of a transponder’s execution, e.g., its execution time [15],
[44], [72], resource contention [3[, [4], [49], [64], power
consumption [21]], [40], [58], [67], [92]], and more [7], [9],
(LTI, (390, [41]1, (471, (770

Prior work classifies types of transmitters based on their
microarchitectural behavior relative to transponders [48]]. In-
trinsic transmitters (our focus, create execution vari-
ability for themselves, i.e., they are also transponders. For
example, an arithmetic instruction impacted by a zero-skip
optimization creates operand-dependent execution variability
for itself by residing in a functional unit for either zero or non-
zero consecutive cycles (Fig. [T] §I-A). Other transmitter types
create execution variability for different dynamic instructions.
For example, a store (transmitter) in the store buffer creates
address-dependent variability for a load (transponder) that gets
its data via store buffer forwarding or the L1 cache. Note, a
transmitter can have multiple types.

B. Characterizing Transmitter-Transponder Interactions

Recent work proposes SynthLC, an approach and tool
based on formal model checking for automatically synthe-
sizing a complete set of leakage function signatures from
a SystemVerilog processor design [48]]. Leakage functions
characterize individual instances of a transponder’s microar-
chitectural execution variability as a function of transmitter
operands. Each variability instance is defined as a tuple:
(source, {destination}), with one source control-flow state
and a set of destination control-flow states, where a control-
flow state is like a pipeline stage but finer-grained. During
its execution, a transponder in the source control-flow state
proceeds in the next cycle to exactly one of the control-flow
states in the destination set.

A leakage function defines how transmitter operand values
cause a transponder in the source to proceed to each of the
destinations. SynthL.C constructs the signature of a leakage
function from RTL, identifying the source, destination set,
transmitter operands, and microarchitectural state that impact
the variability. SynthLC does not uncover the exact function
mapping, but we expect it can be extended to do so, e.g., by
leveraging symbolic simulation [55]], [66] and model checking.

C. Quantifying Hardware Side-Channel Leakage
Quantifying hardware side-channel leakage requires a met-
ric to relate a victim program’s secret inpuﬂ distribution to an

3Multiple secret inputs can be modeled as one large secret. Thus, we refer
to a single secret input throughout this paper.

Entropy H(Y)= -3 ey Pr(y)log Py (y)

Mutual . _ Pxvy (z,y)
information I(X;Y) = erx,er Pxy (z,y)log PX)E-TY)PY(Q)

Maximal

leakage L(X - Y) = log Zyey maXgzeXx PY|X:z (y)

TABLE I: Information-theoretic leakage metrics.

attacker observation distribution. Prior work uses information-
theoretic metrics: Shannon entropy [68], [75], [80], [101],
mutual information [13]], [31]], [93], [98]], and maximal leak-
age [34], [54], [94]. Table [I] shows their equations, where
discrete random variables X and Y represent the secret and
attacker observations, respectively.

Shannon entropy denotes the average information of a
random variable and is used in prior work to quantify the
information across an attacker’s observations. Because the
observation space may depend on public or random inputs in
addition to the secret, entropy cannot attribute the information
in an attacker’s observation to the secret input, except when a
channel is deterministic with respect to the secret.

Mutual information has been used to quantify the average
information leaked about a secret, X, through an attacker’s
observations, Y. Mutual information measures the average
shared information between the secret and observation spaces
for both deterministic and non-deterministic channels; in the
former case, it is equal to the entropy of Y.

Maximal leakage measures the multiplicative gain of the
attacker’s probability of guessing a secret X given a side-
channel observation Y. Specifically, maximal leakage is the
average increase in the attacker’s ability to guess a secret
across Y for the worst-case input distribution X.

III. THREAT MODEL AND HELIUM OVERVIEW

This section summarizes our threat model (§III-A) and gives
a broad overview of the Helium framework (§III-B).

A. Threat Model

We assume that the receiver (attacker) observes each victim
instruction’s exact microarchitectural execution path, defined
as a cycle-accurate partial order on the state updates the
instruction induces during its execution [48]]. This attacker
model captures a range of attackers, including passive attackers
that monitor victim instruction execution time and active
attackers that contend with victim instructions for shared hard-
ware resources [19]], [34], [81]], [87]. We model side-channel
modulations as deterministic functions of transmitter operands
to conservatively capture noise-free attacker observations; we
discuss extending Helium to analyze non-deterministic (prob-
abilistic) channels in Although Helium conservatively
considers a very powerful attacker by default, its fine-grained
observation distribution can be post-processed to compute
leakage for weaker attackers (§VIII).

Helium quantifies leakage due to intrinsic transmitters
(§IT-A), including arithmetic instructions that have been his-
torically considered safe and thus used to process secrets in



CT code. This focus is motivated by two considerations. First,
arithmetic is ubiquitous in computations over secret data, mak-
ing such optimizations both prone to leak and high cost when
mitigating. Second, these transmitters are the focus of recent
software mitigations that eliminate leakage for traditionally
CT programs running on hardware with novel data-dependent
optimizations [37]]. These high-overhead mitigations motivate
the need for principled evaluation of performance-security
trade-offs. In we discuss how Helium can be extended
to quantify leakage for other transmitter types.

We design Helium to quantify non-speculative hardware
side-channel leakage. Speculative execution attacks require
a distinct class of mitigations [24f], [25], [96]. This scope
is consistent with prior work on leakage quantification [13],
[34], 1361, [93]], [98] and recent software mitigations intended
to protect against optimizations that introduce transmitters
beyond the set assumed by traditional CT programs [37].

B. Helium Overview

We propose Helium, a three-part framework for quantifying
the risk that a victim program leaks its secret input via hard-
ware side channels when it runs on a given microarchitecture.

Pointwise Maximal Leakage (§IV): Helium adopts
PML [79], a leakage metric that enables defining probabilistic
privacy guarantees of the form “observations that leak more
than e bits occur with probability less than §.” Prior metrics
average leakage across observations (§I-C), masking high-
leakage events rather than bounding their probability. PML
authors identify side-channel leakage as a potential application
of the metric, but we are the first to apply it to reason about
full-program leakage due to arbitrary side channels.

Microarchitectural Observation Functions (§V): Com-
puting PML requires deriving the attacker observation distri-
bution for a victim program running on a microarchitecture.
Helium derives this distribution at the instruction-level using
pobs functions, each of which defines how a transponder
exhibits observably-distinct executions (uobs) as a function
of one or more transmitter operands. For intrinsic transmitters
(i.e., also transponders), a pobs function maps an instruction’s
own operands to its observable executions, such as a multiply’s
operands resulting in fast or slow pobs due to a zero-skip
optimization in Fig. Helium’s pobs function abstraction
is sufficient to model any timing side channel, including
those that arise due to resource contention. Prior works in
leakage quantification model specific channels using bespoke
formalisms (e.g., for caches [13]], [27]], [34], [36], [[60], [68],
[98]] and/or control flow [13[], [36], [80], [98]]) that neither
compose to capture multiple side channels nor generalize to
new channels that we consider in

Program-Level Observation Analyses (§VI): Computing
program-level leakage requires deriving the program-level
observation distribution, which is determined both by the
program’s semantics and the attacker’s instruction-level obser-
vations. The interaction between these two factors can result
in instructions ultimately exposing overlapping, disjoint, or
even no portions of a secret. Prior instruction-level analyses

Optimization 1 Optimization 2

if z[0] == 1: if ¢z == 0:
attacker observes y; attacker observes y;
else: else:

attacker observes ys attacker observes ys

Fig. 2: Two optimizations, each with two attacker observations, y1 and yo,
that leak a function of a secret input x € X.

fail to capture overlapping per-instruction leakage and thus
overestimate full program leakage [13], [[14]. Prior program-
level analyses avoid this pitfall but are co-designed with spe-
cific side-channel models, focusing on only cache and control-
flow side channels [36], [60], [93], [98]. Helium provides two
complementary, general-purpose methods for determining the
distribution of program-level observations.

IV. POINTWISE MAXIMAL LEAKAGE: DEFINING
PROBABILISTIC SIDE-CHANNEL PRIVACY GUARANTEES

We first show how existing leakage metrics may underes-
timate leakage (§IV-A). We then introduce PML (§IV-B), a
metric that resolves this issue by capturing the leakage of
individual observations, and compare it with prior metrics for
a binary channel (§IV-C). Lastly, we discuss how PML enables
probabilistic privacy guarantees for side channels (§IV-DJ.

A. Pitfalls of Averaging Leakage Metrics

For quantitative leakage metrics to be useful, they must be
both conservative and intuitive. We find that prior metrics do
not fit these criteria. We illustrate this using the two most
common metrics, mutual information and maximal leakage, to
quantify the leakage of a single intrinsic transmitter (§II-A).

Assume X is a uniformly distributed 32-bit secret that is
passed to an unsafe operand of an intrinsic transmitter, which
exhibits observable microarchitectural execution variability as
a function of this operand. The variability arises due to one
of the optimizations shown in Fig. 2] The first exposes obser-
vations y; or ys depending on the operand’s least significant
bit. Thus, both observations leak one bit for every z € X. The
second exposes observation y; if the operand is zero and ys
if it is non-zero. Thus, y; leaks all 32 bits of x € X if x =0,
while yo leaks very little information, namely that x # 0.

Table[[|reports the mutual information and maximal leakage
of X via each transmitter (one per optimization), where Y
contains observations y; and ys, distributed according to the
optimizations in Fig. 2]

Optimization 1 has mutual information of one, as exactly
one bit of x € X leaks for both observations y; and ys.
Optimization 2 has small mutual information, because the
probability of yq, i.e., the highly leaky observation, is small for
a uniformly distributed X. As a result, prior work has shown
that mutual information severely underestimates leakage [62],
[94]], as it masks the highly leaky observation, ¥;.

Both optimizations have a maximal leakage of one. Since
the conditional probability is the same for both optimizations
(because the channels are deterministic), the maximal leakage
is log of the number of observations. Maximal leakage does



Optimization 1|Optimization 2
Mutual information 1 7.786 - 1079
Maximal leakage 1 1

TABLE II: Mutual information and maximal leakage of optimizations in
Fig. E} assuming X is a uniformly distributed 32-bit integer.

not distinguish between channels with different input distribu-
tions, so these optimizations with seemingly different leakage
behavior counterintuitively have the same maximal leakage.
Both metrics provide an average leakage across all ob-
servations. Neither mutual information nor maximal leakage
capture the leakage of individual observations in Optimization
2, where one observation, y, leaks a lot with low probability,
and the other, yo, leaks a small amount with high probability.

B. A Better Leakage Metric: Pointwise Maximal Leakage

We define a leakage metric as conservative and intuitive
based on what security practitioners require: the ability to
distinguish between high- and low-leakage observations and
characterize their probabilities. We find that pointwise max-
imal leakage (PML) [79]], a recently proposed information-
theoretic metric, satisfies this requirement.

PML quantifies the leakage of individual attacker observa-
tions and is defined as the maximum multiplicative gain of
an attacker’s ability to guess the secret x € X given a single
observation y € Y [[79]]:

Px|y—y(2)
Y4 X =1 —_
Pxy ( - y) o8 m:Pr)I:?m)§>0 PX ((L’)

Instead of measuring the average leakage across observations
like mutual information and maximal leakage, PML computes
the leakage of a single observation y € Y. We abbreviate
EPXY(X - y) to E(y)

Referring back to Optimization 2 in Fig. since X 1is
uniformly distributed, Va € X : Px(z) = 2% So, the PML
of observation y; is:

fy1) = log +— = 32
532
Intuitively, PML of 32 for y; denotes that this observation

leaks all 32 bits of the secret. The PML of ys is:
1

((y2) =log =L =3.36- 107"

232

This small PML indicates that y- leaks little information about
the secret (only that x # 0).

C. Comparison of Metrics

We compare PML with mutual information and maximal
leakage for a binary channel, e.g., an intrinsic transmitter
that exhibits one of two observably distinct microarchitectural
executions (§I-A). Assume the secret input to the transmitter,
X, is a binary random variable, where P(X = 0) = p and
P(X = 1) = 1—p. The attacker observation space is a binary
random variable, Y, containing two observations, y; and ys.

Fig. 3] plots mutual information, maximal leakage, and PML
across different input distributions, i.e., for different values of
p. Comparing the first two metrics, we make two observations.

2.0 1

—— PML: £(y1)

PML: £(y2)

Maximal Leakage
Mutual Information

1.5 A —_

Leakage (bits)
=
o

Fig. 3: Comparison of leakage metrics for a binary channel with two observa-
tions, y1 and y2, input probabilities: P(X = 0) = pand P(X =1) = 1—p,
and arbitrary conditional probabilities: P(Y = yi1|X = 0) = 0.75 and
P(Y =y1|X =1)=0.0.

First, maximal leakage is clearly an upper bound on mutual
information, which is why prior work uses maximal leakage
as a more conservative metric [34]], [94]]. Second, maximal
leakage remains constant across different values of p. It only
depends on the channel, i.e. the conditional probability distri-
bution of observations, independent of the input distribution.
Prior work cites this as a benefit, because maximal leakage
may be easier to compute [34], but it prevents maximal leakage
from distinguishing leakage scenarios (e.g., different instances
of an intrinsic transmitter) with different input distributions.
Now, consider the PML of observations y; and ¥s. Each ob-
servation’s PML can be much higher/lower than the maximal
leakage and mutual information. Since both mutual informa-
tion and maximal leakage fail to capture the leakage behavior
of individual observations, they over- and underestimate per-
observation leakage for nearly all values of p. PML robustly
captures the full distribution of information leakage. Fig.
showcases PML’s generality: it can precisely quantify leakage
of individual observations under arbitrary secret input distri-
butions and deterministic or non-deterministic side channels.

D. Tail-bound Privacy Guarantee

Since the attacker observation space, Y, is a random variable
with distribution Py, and PML is a function of y, PML can be
viewed as a random variable whose distribution is induced by
Py [[79]. This critically allows us to regard privacy guarantees
as statistical properties of PML. In particular, the fail-bound
guarantee requires that the probability of PML being less than
a user-defined threshold ¢ is at least 1 — ¢ [79]:

Py[f(Y) S 6} Z 1-— (5
In other words, the likelihood of observing outcomes where
PML exceeds € must be less than §, partitioning observations
as “good” (i.e., low PML) or “bad” (i.e., high PML).

Compared to prior metrics, we expect the tail-bound guar-
antee to better align with how security practitioners reason
about security: programs must leak very little with very high
probability. Nevertheless, regarding leakage as a distribution
rather than a single aggregate value (e.g., average) gives the
programmer flexibility to choose from a variety of security
guarantees depending on their application’s requirements.



(1/ Zero/All-ones-skip optimization: If either operand of a bitwise AND
instruction i is zero or all ones, pobs; occurs, else pobsa occurs.
pobs zero_all_ones_skip(AND i) :
if(i.opl == 0V i.op2 == 0V i.opl == OxFF...F v
i.op2 == OxFF...F) : return pobs;
L else : return pobss

(11 Zero/One-skip optimization: If either operand of a multiply instruction
i is zero or one, pobs; occurs, else pobsa occurs.
pobs zero_one_skip(MUL i) :
if(l.opl ==0Viop2==0Viopl ==1Viop2==1):
return pobsy
else : return pobsg

/I Digit-Serial optimization: Multiply instruction i exhibits 4 pobs depend-
ing on the upper-most bytes of operand 2 being zero.
pobs digit_serial(MUL i) :

if (i.op2[8 : 31] == 0) : return pobsy

if (i.0p2[16 : 31] == 0) : return pobss

if (i.op2[24 : 31] == 0) : return pobss

else : return pobsy

\

/I Bit-Serial optimization: Division instruction i exhibits 65 p.obs depend-
ing on the difference in the two operands’ number of leading zeros.
pobs bit_serial(DIV i) :

if(i.op2 ==0V (i.opl < i.op2)) :

else :

for d in range(64) :
if((i.opl >>d) >i.op2) A ((i.opl >> (d + 1)) < i.op2) :
return obsg o

return pobsy

Fig. 4: pobs functions for computation simplification optimizations, including
variants of zero-skip optimizations, digit-serial multiplication, and bit-serial
division [99].

V. pOBS FUNCTIONS: MODELING RECEIVER
OBSERVATIONS OF SIDE-CHANNEL MODULATIONS

Quantifying side-channel leakage with any metric, including
PML, requires modeling how secret data give rise to different
attacker observations. To enable this, Helium uses pobs func-
tions to model instruction-level attacker observations. A pobs
function maps the unsafe operands of one or more transmitters
to the distinct observable microarchitectural executions (i.e.,
pobs) of a single transponder. Given our focus on intrinsic
transmitters (§III-A), pobs functions in this paper map one
transmitter’s unsafe operands to its own distinct pobs.

Helium’s pobs functions build on leakage functions from
recent work [48]], which encode distinct instances of microar-
chitectural execution variability for a transponder (§II-B). A
transponder’s pobs function is constructed by merging its
set of leakage functions, i.e., all instances of its transmitter-
operand-dependent execution variability, into one abstracted
pobs function. The outputs, pobs, of the pobs function are a
transponder’s end-to-end microarchitectural execution paths.

Fig. [] illustrates four pobs functions. Each of these pobs
functions encodes (and is named for) one optimization that
creates distinct pobs for a single transponder. Each transponder
has exactly one pobs function, which captures all of its pobs.
The first two functions model computation simplification opti-
mizations [81]], like zero-skip in Fig.[I} A transponder exhibits
pobsy (a “fast path”) or pobs, (a “slow path”) when either of
its operands is € {0,0xF'F... F} (first) or € {0,1} (second).
The third function models a multiply transponder impacted

by a digit-serial optimization [43], [46], which takes a variable
number of cycles to execute depending on the uppermost bytes
of the multiplier operand, yielding four distinct pobs. Finally,
the fourth function models a division transponder executing
on a bit-serial division unit [99] with 65 possible pobs.
Helium’s pobs functions have several advantages. First, they
succinctly encode transponders’ distinct pobs as a function of
transmitters’ operands, while abstracting away microarchitec-
tural details irrelevant to leakage analysis. Importantly, this
enables rigorous security analysis early in the hardware design
cycle to assess whether hardware meets important programs’
security requirements and explore security-performance trade-
offs for novel microarchitectural optimizations. Second, they
generalize across mechanisms for observing transponder ex-
ecution behavior. That is, a pobs function can describe a
transponder’s distinct microarchitectural execution paths (our
focus, §ITI-A)), end-to-end latency, or other measurable execu-
tion properties (e.g., power [92]]) as a function of transmitters’
operands. Third, a pobs function defines a set of constraint
formulas over transmitters’ operands, with each formula corre-
sponding to one pobs. For example, for the first pobs function
in Fig. |4} fﬁj’\l,’fj is a set of constraints where each constraint

corresponds to an individual pobs for an AN D instruction:

b
faNp =

{i.opl =0V i.op2 =0V i.opl = 0xFF...F Vi.op2 = 0xFF...F,

i.opl # 0 Ai.op2 # 0 Ni.opl # 0xFF...F Ni.op2 # 0xFF...F}
As a result, they integrate naturally into software analysis of
hardware side channels, shown in M

VI. TRACER: DERIVING ATTACKER OBSERVATIONS OF
PROGRAMS WITH pOBS FUNCTIONS

To quantify side-channel leakage of a program’s secret
inputs when it runs on a microarchitecture (modeled by a
set of pobs functions), Helium introduces Tracer (§VI-A).
Tracer computes the probability distribution of program-level
attacker observations, termed putraces, which are sequences
of instruction-level pobs produced when the program runs
due to pobs functions. Given Tracer’s output, Helium derives
parameters for PML tail-bound privacy guarantees (§VI-B).

A. Computing Program-Level utrace Distributions

Tracer features two methods for computing program-level
ptrace probability distributions: TracerSym (§VI-AT) and
TracerSim (§VI-AZ)). Both accept as inputs: a binary program
P, alist of P’s secret inputs, and a set of pobs functions F' =
{ fhobs | fuobs |}, where f1oP* denotes the piobs function for
a transponder (intrinsic transmitter, §[II-A) with opcode xp;.
The following explanations of both Tracer variants assume
P is the program in Fig. [5] which accepts one secret input
s and runs on a microarchitecture with one pobs function,

nwobs — {i.opl = 0,i.0p1 # 0}.

1) TracerSym: SymbEx and Model Counting Approach:
TracerSym is an exact method for computing ptrace probabil-
ities using symbolic execution and model counting.

Symbolic execution runs a program with symbolic inputs,

maintaining the symbolic state of execution. This state consists
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(8V) = el L N [Hobs,, obs,, pobs, ]€ s Cp, =
// Zero-skip MUL TracerSim char s=sample_byte(); [ 9 o 1€ ¢4 Cop, = #¢2 _ Cy,
Hobs zero_skip(MUL i):|| (§VI-A2) char y[3]; N [ > p 1€ ¢4 Cy, = #e3 P(¢) = N
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return pobs; } y[i]=(s<<i)*10; [ 5 s 1€ ¢, 2
else: return ¥ [pobs,, pobs,, pobs, 1€ ¢, YiCp =N

Fig. 5: Helium’s two approaches to compute the probability distribution of utraces. Top: TracerSym uses symbolic execution to generate symbolic utraces and
model counting to compute the probability of each concrete utrace. Bottom: TracerSim uses simulation with inputs sampled from a user-specified distribution
(uniformly random by default) to estimate the probability of concrete utraces. N is the number of Monte Carlo trials.

of a mapping of variables to symbolic expressions, known as a
symbolic store, and a formula encoding the branch conditions
of the control-flow path being explored, known as a path
constraint. Upon reaching a conditional branch with symbolic
operands, symbolic execution forks the symbolic state and
explores each reachable control-flow path. The taken (not
taken) path is reachable if the path constraint conjuncted with
the branch condition (its negation) is satisfiable. Non-branches
simply update the symbolic store.

TracerSym extends the symbolic state to incrementally build
a set of symbolic utrace constraints that characterize all
possible symbolic ptraces, as shown in Fig. [6] Execution
begins by initializing the secret input to P as a symbolic bit-
vector § and defining an initial utrace constraint set Cj
{True}. During symbolic execution, TracerSym incrementally
generates a sequence of ptrace constraint sets C1,...C,, per
program control-flow path, where n is the number of dynamic
secret-dependent transponders encountered along that path.

To do this, TracerSym intercepts transponders (multiplies
in Fig. E]) during symbolic execution. Upon reaching the ;"
secret-dependent transponder along a control-flow path, Trac-
erSym retrieves its symbolic operand list, O;, and constructs
C; by conjuncting each constraint in C;_; with each constraint
in the transponder’s pobs function (i.e., each ¢ € fé‘:és))
evaluated over O;. It then only includes the observable, i.e.,
satisfiable, resulting formulas (black nodes in Fig. @) in Cj:

Cj ={d A c(0)) | (¢,¢) € Cj1 x U5 SAT(6 A ¢(0;))}

where Cj_; x ff;’(lzs) is the cross product of C;_; and

fHObS

op()° Unsatisfiable formulas are discarded (white nodes in

Fig. |6). Thus, each ¢ € C; describes a partial observable
symbolic ptrace covering the first j dynamic transponders.
When symbolic execution reaches the end of a control-flow
path, TracerSym has produced a set of constraints C,,, where
each ¢ € C, is a complete symbolic putrace. In other words, a
symbolic utrace is a formula that captures the set of secret
input values that produce some concrete utrace, where a
concrete ptrace is a concrete sequence of pobs.

Program pobs function(s)
char s; //secret // Zero-skip MUL
char y[3]; pobs zero_skip(MUL i):

for {int i=0;i<3;i++} {
y[i]=(s<<i)*10;

if (i.op1==0) {
return pobs, }
else: return

1. Compile
2. SymbEx with pobs function(s)

3

‘CO={True}

MUL, e’ ® C,={3=0,5+0}
(5«<1)=0 '\ (5<<1)=6 \ C,={(5=0)A((5<<1)=0),

MUL, K (5#0)A((5<<1)=0),
e & | o )}

®

C3={(5=0)A((5<<1)=0)A((5<<2)=0),

(520)A((3¢<1)=0)A((5<<2)=0),
@t (#0)A( IA((3<<2)=0),
(520)A( AC )}

Fig. 6: TracerSym executing a program with one control-flow path, assuming
one pobs function for MUL transponders. Secret-dependent transponders
are highlighted. TracerSym constructs a tree per control-flow path. The root
denotes initializing the secret input and ptrace constraint set Cp. Black
(white) nodes denote partial reachable (unreachable) utraces, expressed as
the conjunction of edge labels along the path from the root to the node.
Black leaves denote complete ptraces. Tree level j corresponds to the ;"
dynamic secret-dependent transponder along a control-flow path. To construct
level j, TracerSym separately conjuncts the partial utrace corresponding to
each black node in tree level 57 — 1 with each observation constraint from
the jt" secret-dependent transponder’s probs function applied to its symbolic
operands. Resulting formulas that are SAT (UNSAT) instantiate black (white)
nodes in level j. C; contains all reachable symbolic ptraces in level j.

When symbolic execution reaches a symbolic control-flow
divergence and forks the program’s symbolic state, TracerSym
forks the utrace constraint sets as part of the symbolic state.
When symbolic execution finishes exploring a control-flow
path, TracerSym conjuncts the path constraint with each ¢ €
C,,. Thus, each utrace includes pobs function constraints and
the symbolic execution path constraint. However, the programs
considered in §VII| do not have secret-dependent control flow,
such that the symbolic path constraint is trivially satisfiable.



To compute ptrace probabilities, TracerSym bit-blasts each
symbolic utrace in C), to yield a boolean SAT formula, which
it model counts (i.e., counts the satisfying assignments of) to
determine the number of concrete input values that produce
the concrete ptrace it describes [69], [83]], [86]. Assuming a
uniform distribution of the secret input, the probability of each
concrete putrace is the model count result divided by the size
of the input space, 2|§‘, as shown in Fig.

Using model counting to compute utrace probabilities re-
quires a uniform distribution over the symbolic input. This
assumption often holds for security-critical inputs such as
cryptographic keys. When program inputs follow a known,
non-uniform distribution, Helium uses TracerSim to sample
inputs from the desired distribution.

2) TracerSim: Monte Carlo Simulation Approach: For
some applications, symbolic execution and model counting
are not tractable for computing leakage. For example, if an
instruction’s operand is the output of a cryptographic hash, an
SMT solver would need to reason about a function designed to
resist inversion. Although this is a limitation of symbolically
executing cryptographic programs, as security researchers, we
appreciate that cryptographic guarantees are strong.

Instead, TracerSim estimates probabilities of concrete
ptraces by executing P with random secret inputs for [V trials,
sampled from a user-provided distribution, as shown in Fig. [3]
Using dynamic binary instrumentation, TracerSim records the
dynamic transponder operand values at runtime to produce a
concrete ptrace per trial. It estimates utrace probabilities by
dividing the frequency of each utrace by V.

B. Leakage Quantification

Using the utrace probability distribution output by Tracer,
Helium computes PML for each observation by finding z € X
that maximizes log &};7?;)@. When considering deterministic
utraces (due to our focus on deterministic channels, §III-A),
the PML of an observation simplifies to: ¢(y) = —log Py (y).

PML allows defining a range of privacy guarantees [79].
Helium outputs tail-bound guarantees, which are most useful
when high-probability observations leak little information,
but low-probability observations leak a lot. Recall that tail-
bound guarantees partition observations into two sets—those
with PML below and above a threshold e—where the total
probability of observations with PML above € must be at most
4 (§IV-D). For some program-4obs function combinations, this
partition arises naturally: one or a few utraces carry most
of the probability mass (and therefore exhibit low leakage),
while the remaining traces occur rarely and correspond to high
leakage. We call this a “tolerable partition” of utraces.

When a tolerable partition exists, Helium selects the putrace
with the lowest probability in the tolerable (low leakage) set.
We call this the e-utrace. Equivalently, the e-utrace has the
highest tolerable PML. Helium sets € to the PML of the e-
ptrace. Thus, all other ptraces in the tolerable set have PML
less than e. Helium then computes 1—9 as the total probability
of all tolerable utraces. Although there are infinitely many
possible tail-bound guarantees, this novel construction yields

one that is particularly interpretable: the program leaks no
more than a tolerable amount with probability 1—4, where both
€ and ¢ are relatively small. However, it is not guaranteed that
such a partition, and thus a meaningful tail-bound guarantee,
exists for all programs: every utrace may exhibit leakage
exceeding what a programmer determines is tolerable.

Monte Carlo Sampling Error (TracerSim): While Tracer-
Sim offers substantial scalability advantages over TracerSym
by avoiding symbolic execution, Monte Carlo sampling can
only estimate utrace probabilities. To account for sampling
error, Helium defines tail-bound guarantees with an associated
confidence level. TracerSim uses Clopper—Pearson confidence
intervals [29] to produce conservative tail bound parameters,
€ and 6. This requires two rounds of sampling, i.e., running
TracerSim twice. As a result, TracerSim’s tail-bound guaran-
tees hold with a chosen confidence level (95% by default).

In round one, TracerSim runs N trials, and the empirical
distribution is used to identify a tolerable leakage partition.
Helium selects the e-utrace from the tolerable partition and
sets € to the PML of the Clopper—Pearson lower bound on the
e-ptrace probability. Since smaller probabilities yield higher
PML, this gives a conservative e that accounts for sampling
error. € is then fixed to avoid selection bias in round two.

The second round runs Ny trials and classifies utraces by
whether their PML exceeds ¢. We set 1 — § to the Clop-
per—Pearson lower bound on the total probability of utraces
with PML below ¢, conservatively overestimating the mass
above €. Thus, using 95% Clopper—Pearson intervals yields a
95% confidence that the tail-bound guarantee holds.

The two sample sizes may differ: larger /NV; tightens the
bound on €, while larger N5 tightens the bound on §. Thus,
larger N1 and N, produce more precise statistical guarantees
at the cost of increased runtime. In practice, when all utraces
have similar probabilities, small N suffices to demonstrate that
all traces leak substantially, indicating mitigation is warranted.
Larger N is useful for tightening bounds on rare, high-leakage
ptraces. In either round, if TracerSim observes only a single
ptrace, instead of using Clopper-Pearson, we apply the Rule
of Three [45]]: with 95% confidence, any unobserved event has
probability less than % Thus, TracerSim estimates the single
observed utrace’s probability as at least 1 — =, which is a
tighter lower bound than provided by Clopper—Pearson.

C. Practical Considerations: TracerSym vs. TracerSim

TracerSym computes the exact ptrace distribution, yielding
precise tail-bound guarantees. However, it inherits the well-
known scalability limitations of symbolic execution: large pro-
grams can induce path explosion, and complex path constraints
can quickly overwhelm the engine [12]]. Further, TracerSym
introduces additional constraints for each transponder. Conse-
quently, TracerSym is practical when the number of utraces
remains manageable and symbolic operand expressions stay
tractable under the program’s semantics. Its performance de-
grades when execution generates many utraces or operand
expressions contain thousands to millions of clauses. For
some workloads, especially cryptographic code, the resulting



SMT queries can become intractable, since solving them may
amount to breaking the underlying cryptographic primitives.

TracerSim is applicable in cases where symbolic execu-
tion is infeasible, such as large programs and cryptographic
workloads, demonstrated by the large programs evaluated
in Case Study IV (§VII-D). TracerSim trades precision for
scalability by producing conservative statistical guarantees.
Beyond its scalability benefits, TracerSim supports arbitrary
input distributions, offers the user a runtime-precision trade-
off via N7 and N, tuning, and can be parallelized due to its
independent Monte Carlo trials.

Helium is not intended to provide cryptographic proofs of
security. In cases where symbolic execution is tractable, Trac-
erSym can in principle compute leakage probabilities small
enough for cryptographic security (< 278Y). For TracerSim,
sampling large enough N to obtain cryptographic guarantees
is intractable, effectively amounting to brute-force search.
Helium instead targets an impactful design space in which
programmers are willing to sacrifice absolute security for per-
formance. Helium enables principled navigation of security-
performance trade-offs with greater precision and more conser-
vative guarantees than prior average leakage approaches (§IX).

VII. CASE STUDIES: APPLYING HELIUM TO WEIGH
SECURITY-PERFORMANCE TRADE-OFFS

We evaluate Helium through four case studies, which
highlight the benefits and limitations of each approach. The
first two (§VII-A] demonstrate TracerSym in cases
where it is feasible, including cryptographic code under certain
circumstances and non-cryptographic programs, respectively.
These two case studies produce privacy guarantees for two
programs assuming two alternative pobs functions for multi-
ply transponders. We show that no data-dependent hardware
optimization is universally more or less secure than another
for all programs. The third case study (§VII-C) evaluates
the scalability of TracerSym. Lastly, the fourth case study
(§VII-D) examines sets of pobs functions modeling compu-
tation simplification optimizations targeted by a recent zero-
leakage software defense [37]. Helium uses TracerSim to
evaluate the same programs as this prior work. We show
that allowing a small probability of leakage can substantially
reduce the defense’s runtime overhead. This last case study
demonstrates applicability and scalability to real-world rea-
soning about security-performance trade-offs.

For all experiments, we use Helium to compute leakage
for a single random, public input value. It is not guaranteed
that leakage remains conservative for all public input values;
however, in some of the evaluated programs, it is in fact
conservative, because the utrace distribution is independent
of public inputs (§VII-A). Identifying the public input that
maximizes leakage—known as attack synthesis [59], [73],
[75]]—requires quantifying leakage. A natural extension of our
work is using Helium to drive attack synthesis (§VIII).

Helium’s TracerSym implementation extends the Angr [85]]
symbolic execution engine. It uses the Bitwuzla [69] and
CSB [84] SMT solvers for constraint solving. For model
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Fig. 7: Tail-bound guarantees of Poly1305 under two multiply optimizations.
Each point defines (¢, d), where € is the PML of a utrace and ¢ is the sum
of probabilities of utraces with PML > e.

counting, Helium uses Ganak [83]], which guarantees cor-
rectness with configurable probability [83]]. TracerSym uses a
probability of 0.95. Empirically, Ganak’s outputs are far more
accurate than its theoretical guarantee: prior work reports it
is correct on all of their 1650 benchmarks [83]. TracerSim is
implemented with Intel Pin [[65] for dynamic binary instru-
mentation. The case studies were run on two compute nodes
with two 32-core 2.9GHz Intel Xeon CPUs with 512GB RAM.

A. Case Study I: Polyl305

Our first case study examines Polyl305 (from Lib-
sodium [33]), a cryptographic message authentication
code [16]], [70]. We quantify how much Poly1305 leaks about
its 128-bit secret key when running on hardware implementing
either a zero-skip or digit-serial multiplier. The zero-skip pobs
function is modified from Fig. [T] to only consider whether
the second operand is zero. The digit-serial pobs function is
modified from Fig. ] to accommodate 64-bit operands such
that there are eight total observations. The secret is assumed
to be uniformly distributed, and we compute the probability
of each observation using TracerSym.

Fig. [7| plots achievable (e, d) pairs, where the x-axis is the
candidate ¢ value (PML of each utrace) and the y-axis is the
cumulative probability of observing leakage greater than e.
Thus, each point defines a valid tail-bound guarantee.

We first analyze Polyl305 with the zero-skip multiplier.
Following we select € as the leftmost labeled point,
corresponding to the PML of the least leaky utrace (i.e., the
case in which all secret-dependent multipliers are nonzero),
and ¢ is the total probability of observations with PML greater
than e. The resulting tail-bound guarantee is:

Py[f(Y)<1.35-1079>1-9.39-10"1°
This shows that for a uniformly distributed key, Poly1305 leaks
very little information with high probability when executing
on hardware that implements a zero-skip multiplier.

We next consider leakage under the digit-serial multiplier.
Again using TracerSym, we compute the PML of all utraces
and obtain the tail-bound guarantee:

Pyl(Y) <0.97) > 1 — .49

With probability nearly 0.5, Polyl1305 running on hardware
with a digit-serial multiplier leaks over 0.97 bits of the key.



Optimization Runtime |# SMT | Time per |# MC Time per
(s) queries |SMT query | queries | MC query (s)

Case Study I (§VII-A)

Zero-skip 54 225 0.0012 8 2.1833

Digit-serial 735 36,618 0.0011 660 0.1626
Case Study II (§VII-B)

Zero-skip 20 99 0.0009 8 0.0071

Digit-serial 19 10 0.0059 1 0.0099

TABLE III: Case Studies I & II runtime statistics. MC: model counting.

Optimization | #utraces | ¢ | 6 | Tail-bound guarantee
Zero-skip 8 310 Pli(y)=3]=1
Digit-serial 1 0|0 Pli(y)=0]=1

TABLE IV: Tail-bound guarantees of a convolution SVG filter of 3 pixels
across two different multiplication optimizations.

Reasoning about side-channel leakage probabilities under
different hardware optimizations enables programmers to se-
lect mitigations accordingly. For example, zero-skip multipli-
cation has extremely low leakage probability for Poly1305, so
a programmer may choose to forgo expensive zero-leakage
mitigations. Conversely, digit-serial multiplication yields a
high leakage probability, so a Poly1305 implementation will
likely require some degree of hardware or software mitigation.

B. Case Study II: SVG Convolution Filter

Many domains beyond cryptography process confidential in-
formation. For example, web browsers must prevent untrusted
JavaScript processes from inferring the values of rendered
pixels. When rendering an SVG image, a browser first draws
each element according to its attributes (color, position, size,
etc.). If an SVG filter is specified, the browser applies the
filter to the rendered element before displaying the result. Prior
work shows that control-flow, cache, and subnormal floating
point side channels can allow malicious web pages to exploit
SVG filters to recover pixel data [61]], [62], [71], [82]], [88].
This case study is modeled after these attacks, which isolate
individual pixels of interest and then apply attacker-chosen
SVG filters to leak the pixel value.

We analyze Firefox’s [38] convolution SVG filter under
the same two multiplication pobs functions from §VII-A| to
illustrate the importance of program-specific reasoning about
the leakage of data-dependent optimizations. We assume that
the program’s secret input is three pixels and that each pixel
is black or white with equal probability. Thus, the secret is
exactly three bits, where each bit indicates whether the pixel is
black or white. Prior work shows how to isolate a single pixel
and binarize it to black and white to perform pixel stealing
attacks with cache or floating-point side channels [7], [88]]. We
consider three pixels rather than one to highlight the intuitive
nature of the PML metric. The convolution matrix is set to
all ones so that attacker-controlled filter parameters do not
trigger zero-skip behavior. We use TracerSym to analyze a
program that convolves across the three secret pixels using
Firefox’s SVG filter feConvolveMatrix and compute the exact
probabilities of all utraces.
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Table summarizes these results. For zero-skip, Helium
yields 8 utraces, each with a PML of 3. This indicates that
every observation discloses the entire secret. Under digit-serial
multiplication, Helium returns a single utrace. As the pobs
function in Fig. [4] describes, digit-serial multiplication has a
fixed execution time for a single byte operand, regardless of its
value. Since each pixel is one byte, supplying it as an operand
to a multiply always yields the same pobs. Therefore, the PML
for ptraces under digit-serial multiplication is zero.

This case study highlights two important points. First, the
relative security of the two optimizations is inverted for the
SVG filter compared to Poly1305, underscoring the impor-
tance of computing an optimization’s leakage for a specific
program. Second, this experiment illustrates that improved per-
formance from a data-dependent optimization for a particular
application does not always reduce its security. Because digit-
serial multiplication reduces the number of cycles when the
upper bytes of an operand are zero, it can provide meaningful
performance gains on pixels that each consist of a single
byte. Overall, abstract pobs functions allow programmers to
evaluate whether enabling optimizations introduces acceptable
risk of leakage for their workload.

Table [IT]] reports runtime statistics of Case Studies I and II,
demonstrating examples of program-pobs function combina-
tions where exact results are attainable with TracerSym.

C. Case Study III: TracerSym Scalability Evaluation

To study TracerSym’s scalability, we run several small
image-transformation kernels on 2x2 and 3x3 pixel images,
where each pixel is symbolic and constrained to be black
or white. One transformation applies a box blur using Fire-
fox’s 2D convolution implementation; the others are simple
transformations (posterization, channel swapping, packing, bit
reversal, thresholding, and nibble interleaving) we design to
stress arithmetic and bitwise instructions.

Fig. [§] shows runtime and SMT query count while varying
(1) the number of dynamic instrumented instructions and
(ii) the number of pobs per pobs function. To increase the
number of instrumented instructions, we apply zero-skip pobs
functions for different instruction opcodes, including multiply,
add, bitwise operations, and shifts. From the plots on the left,
runtime and SMT query count increase substantially with the
number of instrumented instructions.

To vary the number of pobs per pobs function, the right-
hand plots focus on multiply instructions. We modify a digit-
serial multiplier optimization to operate on bit widths of 8§, 4,
2, and 1 bit(s), so that a single pixel exhibits 1, 2, 4, or 8 pobs
per multiply. Again, runtime and SMT query count increase
with the number of pobs per pobs function.

In the worst case, TracerSym’s runtime and number of
SMT queries increase exponentially with the number of in-
strumented instructions, making TracerSym intractable for
some programs. In others, the set of reachable utraces satu-
rates early, after which runtime grows approximately linearly,
and TracerSym remains practical. Note that runtime depends
not just on the number of SMT queries, but also on their
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MUL instructions with pobs functions with varying numbers of output pobs.

Instruction Unsafe Unsafe Category
type operand(s) | value(s) |64 bit|32 bit
ADD Both {0} cs64 | cs32
SUB Second {0} cs64 | cs32
MUL Both {0,1} mul64 | cs32

OR, AND, XOR Both {0, OxFE..F} | cs64 | cs32
SHL, SHR, SAL Both {0} cs64 | cs32
First {0, OxFE..F} | cs64 | cs32

SAR Second {0} cs64 | cs32

TABLE V: Computation simplification cases studied in cio [37]]. Unsafe
operands induce a “fast path” when their values are in the unsafe value set.

complexity. Lastly, model counting scalability is limited by
the complexity of the utraces produced by symbolic execu-
tion, which increases with program complexity. Anecdotally,
whenever TracerSym’s SMT queries remained tractable, the
corresponding model counting queries did as well.

D. Case Study IV: Security-Performance Trade-offs

We apply Helium’s simulation-based analysis, TracerSim,
to compute security-performance trade-offs of a recent state-
of-the-art software mitigation, cio, applied to cryptographic
code [37]]. Cio uses compiler passes to force secret-dependent
unsafe operands to never take values that trigger a fast path,
thereby eliminating data-dependent behavior. Specifically, cio
transforms a leaky instruction into a sequence of non-leaky in-
structions that are semantically equivalent but whose operands
are modified so that all instructions always exhibit the same
pobs. For example, to force a 32-bit subtraction to always
have a non-zero second operand such that it exhibits a slow
pobs, the following transformation is applied: both operands
are zero-extended, their 33rd bits are set to 1, subtraction is
performed, and the lower 32 bits of the result are extracted.
While effective at eliminating leakage, these mitigations im-
pose substantial performance overhead.

Table [V| summarizes computation simplification optimiza-
tions examined in prior work [37]]. Each entry lists the arith-
metic operation, the operand positions considered unsafe, the
unsafe values per operand, and the category for 32-bit and
64-bit instructions as defined by the authors. We assume that
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TABLE VI: Tail-bound guarantees vs. software mitigation (cio) overhead [37].
The number of instrumented instructions refers to dynamic instructions. Trial
time is the time per Monte Carlo trial.

Function # M UL inst Tail-bound guarantee
instrum.
ge25519_p3_tobytes 4,902 P[e(Y) <0.0004] > 0.9997
$¢25519_muladd 228 Pl{(Y) <1.0447] > 0.9934
5¢25519_reduce 168 P[{(Y) < 2.2566] > 0.8781
2e25519_scalarmult_base 12,145 | All ptraces have high leakage

TABLE VII: Leakage guarantee breakdown by function: Ed25519 for mul64.

all unsafe values result in a transponder exhibiting the same
“fast” pobs. Category mul64 includes only 64-bit multiplica-
tion, cs64 includes all 64-bit computation simplification cases
excluding multiplication, and cs32 includes 32-bit computation
simplification optimizations including multiplication.

We aim to determine whether accepting a small, quan-
tifiable probability of leakage can significantly reduce this
overhead while still providing conservative guarantees. We
evaluate Helium on four cryptographic workloads (Chacha20-
Poly1305, AES-GCM, Ed25519, and Argon2id) across the
three optimization categories (mul64, cs64, cs32). TracerSim is
run with 20,000 trials (10,000 each to compute € and §) on the
unmodified Libsodium binary (version 1.0.18-RELEASE) [33]
that was used in the baseline for a single 100-character public
value. Table [VI|summarizes the resulting tail-bound guarantees
of unmitigated software and compares them with the software
mitigation overheads reported by prior work [37].

Chacha20-Poly1305: Prior work reports 2.31-3.37x
overhead for mitigating mul64 and cs32 optimizations in
Chacha20-Poly1305. For mul64, TracerSim observes only a
single ptrace among both sets of 10,000 samples. Using
the Rule of Three (§VI-B), we conservatively estimate the
probability of all unobserved traces as % obtaining the tail-
bound guarantee:

Py[(Y) <0.0004] > 1 — % = .9997

For the cs32 category, TracerSim produces the guarantee:
Py [¢(Y) <0.0062] > 0.9947



If these probabilities of leakage are acceptable, a programmer
may safely eliminate 2.31x overhead for mul64 and 3.37x
for cs32. For cs64, TracerSim yields a weaker guarantee:

Pyle(Y) < 2.1461] > 0.9552

If a programmer considers this leakage too large, they may
choose to mitigate only cs64 instructions, substantially reduc-
ing the total overhead of mitigating all three categories.

AES-GCM: The Libsodium AES-GCM implementation
contains no 64-bit multiply operations and few 32-bit arith-
metic instructions. Thus, prior work reports 0% overhead for
mul64 and cs32, and we omit these categories. For cs64,
TracerSim again observes only one utrace, yielding the same
tail-bound guarantee using the Rule of Three computed for
Chacha20-Poly1305, where ¢ = 0.0004 and 1 — 6 = .9997.
Again, if this leakage risk is tolerable, the 1.42x overhead
associated with mitigating cs64 instructions could be avoided.

Ed25519: TracerSim finds the vast majority of utraces
occur once, indicating significant leakage per utrace. To
determine which functions in Ed25519 have significant
leakage, we evaluate four functions in isolation for the
mul64 category, shown in Table Two functions,
g2e25519_p3_tobytes and sc25519_muladd, exhibit relatively
small leakage with high probability; others (sc25519_reduce
and ge25519_scalarmult_base) show substantial leakage. No-
tably, evaluating the leakage per function enables selective
mitigation: programmers may choose to only protect functions
that leak heavily, avoiding the full 8.79x overhead for mul64.

Argon2id: For Argon2id, the evaluation shows that cs64
and mul64 categories require mitigation. The cs32 category
offers a small margin for security—performance trade-offs.

Summary: Table shows the number of dynamically
instrumented instructions and runtime per Monte Carlo trial
for each workload. For workloads with fewer than 50,000
instrumented instructions, Pin overhead dominates and per-
trial runtime stays below one second. For Argon2id, which has
the most instrumented instructions, runtime per trial increases
linearly with the number of instrumented instructions. The
trials are easily parallelizable. Finally, storing traces incurs
memory overhead, which can be readily reduced via collision-
resistant hashing and lossless compression.

The programs evaluated are not only large but also com-
plex, demonstrating that TracerSim can derive PML security
guarantees at scale. Across all workloads, Helium’s tail-bound
guarantees provide a probabilistic, interpretable measure of
leakage, enabling programmers to reason about how often
the program might exceed a tolerable leakage level. These
guarantees make the security-performance trade-off explicit:
when the probability of high leakage is extremely small,
expensive mitigation strategies may be unnecessary; when high
leakage is probable, mitigations remain warranted. Crucially,
this approach shows that accepting a small, quantifiable risk of
leakage can dramatically reduce software-mitigation overhead,
while still providing conservative guarantees.
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VIII. LIMITATIONS AND FUTURE DIRECTIONS

Requirements for adoption: Hardware vendors rarely dis-
close a design’s precise microarchitectural optimizations, re-
sulting in mitigations such as coarse-grained hardware modes
(e.g., DIT/DOIT [1], [2]). nobs functions require only slightly
more detail than existing hardware modes: these modes specify
leaky instruction/operand pairs, whereas pobs functions parti-
tion operands into equivalence classes that produce distinct
pobs. Vendors can label observations with opaque identifiers
(e.g., pobsg) rather than concrete observations (e.g., 1 cycle,
4 cycles). Inferring optimizations from pobs functions is
plausible for simple cases; for complex optimizations, we
expect inversion to be difficult. Alternatively, if a vendor
is unwilling to disclose a design’s pobs functions, vendors
could instead release approved bounded-leakage binaries for
programmers to explore security-performance trade-offs.

Tracer limitations: As discussed in TracerSym
inherits standard scalability challenges of symbolic execu-
tion, compounded by the overhead of utrace instrumentation.
Meanwhile, TracerSim produces limited privacy guarantees for
a tractable number of Monte Carlo trials. Both demonstrate
that PML-based guarantees can be computed via alternative
approaches; we leave further optimization to future work,
which can build on existing efforts in symbolic execution and
sampling-based methods for side-channel analysis (§[X).

Attacker-controlled inputs: Tracer generates utrace dis-
tributions for a single, constant public input; thus, it is not
designed to compute the maximum leakage over all public
input values. In realistic threat models, adversaries may control
public inputs. Identifying inputs that maximize leakage and,
further, adaptively selecting subsequent inputs to maximize
leakage across repeated program executions is nontrivial.
Quantifying leakage is necessary to identify which public in-
puts reveal the most about the secret. It is possible to use pobs
functions to inform attack synthesis, such as choosing public
inputs to more equally partition the pobs space, resulting in
high leakage with high probability. Adaptive attacks introduce
more complexity: observations from earlier executions inform
the choice of later inputs. Prior work proposes algorithms to
efficiently select adaptive inputs using entropy [75]. While
adaptive input selection using PML has not yet been explored,
theoretical analysis of PML suggests it is well suited to this
setting [79]. Thus, attack synthesis is a future direction that
Helium enables for a large scope of side channels.

Deterministic vs. probabilistic side channels: This paper
assumes deterministic pobs functions, where each instruction’s
pobs is a deterministic function of its operands. Real hard-
ware, however, exhibits non-determinism, such as noise from
collocated processes, pseudorandom behaviors, etc. To model
this behavior, users may specify a probability distribution
over possible instruction-level observations within each pobs
function. If non-determinism is encoded directly into the pobs
functions, TracerSim applies without modification. Extending
symbolic execution in TracerSym to support non-deterministic
pobs functions is left for future work.



Weaker attackers: We adopt a strong attacker model that
observes exact utraces, enabling worst-case leakage analysis.
Often, attackers observe only coarse-grained behavior; an
attacker that sees only total program execution time cannot
distinguish same-latency ptraces. In such cases, a program-
level observer function can be applied as a post-processing
step to the utrace distribution, e.g., by grouping ptraces with
the same end-to-end latency as a single observation.

Beyond intrinsic transmitters: Two other transmitter
types exist beyond intrinsic: dynamic and static [48]]. Dynamic
transmitters create operand-dependent execution variability
for transponders that execute concurrently; static transmit-
ters affect transponders that execute at any time after them
(§IT-A). Supporting dynamic/static transmitters requires Tracer
to maintain abstract microarchitectural state models that trans-
mitters update and that feed into relevant transponders’ pobs
functions. For example, a dynamic store transmitter may
update a store buffer, causing subsequent same-address load
transponders to exhibit a forwarding wpobs until the update
drains. Crucially, Tracer need only model a small, identifi-
able (§I-B) subset of microarchitectural state, initialized per
a realistic or conservative distribution. Static and dynamic
transmitters may also be hardware-initiated non-instruction
operations (e.g., hardware prefetches or page table accesses).
Tracer could inject such operations during execution per a
probabilistic model to trigger microarchitectural state updates.
We defer this extension to future work.

IX. RELATED WORK

Leakage quantification: PML was proposed as a theoretical
metric for quantifying side-channel leakage, without providing
a practical method for adoption [[79]. To our knowledge, we are
the first to develop a concrete methodology for deriving PML-
based privacy guarantees. Metior computes maximal leakage
of obfuscation mitigation schemes using symbolic execution
and Monte Carlo sampling [34], and Wu et al. [94] compute
maximal leakage of control-flow side channels. Many prior
works have quantified leakage with Shannon entropy or mutual
information [[13[], [80], [93]], [98]], [101]]. Most focus on cache
and control-flow side channels [13], [93], [98]]. Untangle uses
conditional entropy to quantify leakage of dynamic partition-
ing schemes [[101]]. Abstract interpretation has been used to
quantify leakage, but it can only achieve an upper bound on
the number of observations, not their probabilities [36], [60],
[68]. Chalice quantifies cache leakage per observation using a
bespoke metric [27]. While similar to PML, their metric does
not extend to non-deterministic channels. Lastly, SVF [32]] and
CSV [100] compute the correlation between attacker traces.
CSV is only applicable to cache side channels, and neither
provide information-theoretic leakage guarantees.

Symbolic execution for leakage analysis: Val et al. [89]] and
Saha et al. [80] use symbolic execution and/or model count-
ing for software quantitative information flow. CaSym [23]]
and CacheD [91] use symbolic execution to detect, but not
quantify, cache side-channel leakage. Brennan et al. [20] use
symbolic execution to quantify the severity of control-flow side
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channels. Others use symbolic analysis to detect information
flow in hardware [56], [78]]. Most similar to TracerSym, Bao
et al. use approximate symbolic execution and model counting
to quantify cache and control-flow side-channel leakage [13].
They optimize symbolic execution by sampling constraints,
which could also improve TracerSym’s runtime.

Side-channel models: Helium’s pobs functions build on
leakage functions [48]] (§II-B). MLDs capture how an instruc-
tion’s own operands and architectural/microarchitectural state
determine its execution path due to a single optimization [81]].
They do not capture instruction operands’ influence on other
instructions’ pobs via deposited microarchitectural state, as
required to precisely model dynamic/static transmitters. LM-
SPEC specifies leakage clauses (identifying transmitters) and
prediction clauses (identifying instructions that introduce spec-
ulation) [[14]]. LMSPEC’s leakage clause observations contain
information about (i) what optimization caused leakage and
(ii) the full operand that leaks. Although these observations are
useful for leakage detection, they would severely overestimate
leakage compared to pobs functions. This does not reflect a
fundamental limitation of LMSPEC’s leakage clauses com-
pared to pobs functions, but rather the fact that they support
distinct use cases: leakage detection vs. quantification. As we
do not consider speculative leakage, LMSPEC’s prediction
clauses are out of scope. LMSPEC is coupled with a sampling-
based testing framework, LMTEST, to detect leakage. While
TracerSim and LMTEST adopt similar sampling-based meth-
ods, LMTEST is optimized to find counterexamples to a
non-interference property, whereas TracerSim is designed for
leakage quantification.

X. CONCLUSION

We present Helium, a framework for quantifying hardware
side-channel leakage of a program’s secret inputs when it runs
on hardware implementing data-dependent optimizations. It is
the first to apply PML, a recent information-theoretic metric, to
side-channel leakage quantification, enabling probabilistic pri-
vacy guarantees. Helium introduces a formalism for expressing
hardware side channels at the instruction level and implements
robust program analyses to derive program-level observations
from instruction-level observations and program semantics.
We demonstrate that Helium provides a conservative and
intuitive approach to reasoning about security-performance
trade-offs in real-world programs.
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APPENDIX A
ARTIFACT APPENDIX

A. Abstract

This artifact demonstrates leakage quantification with He-
lium, using both TracerSym and TracerSim to compute point-
wise maximal leakage (PML) tail-bound privacy guarantees
for multiple programs. The artifact provides a Dockerfile that
builds a container image containing all required dependencies
(including Python 3, the necessary Python packages, and Intel
Pin), along with scripts to reproduce all four case studies
presented in the paper. The artifact can be executed on any
x86_64 machine with Docker, Git, and Bash support, and
requires at least 32 GB of RAM and 8 GB of available disk
space.

B. Artifact check-list (meta-information)

« Data set: All workloads are precompiled and included in the
artifact repository.

Run-time environment: Docker, Git, Python3, and Bash must
be installed on the local machine.

Hardware: An x86-64 CPU with at least 32 GB of RAM and
8 GB of disk space is required.

Metrics: PML tail-bound leakage guarantees for different pro-
grams under various leakage functions and runtime statistics.
Output: Outputs include log files, tables, and plots (PDF
figures).

Experiments: There are four experiments, each corresponding
to the case studies in Section [VII}

How much disk space required (approximately)?: 8 GB
How much time is needed to prepare workflow (approxi-
mately)?: Less than 5 minutes

How much time is needed to complete experiments (approx-
imately)?: Experiments were conducted on a dual-socket server
equipped with 2 x Intel Xeon Gold 6226R CPUs at 2.90 GHz.
Each socket contains 16 physical cores (32 physical cores total)
with 2-way simultaneous multithreading (64 logical CPUs). The
system has 512 GB RAM; however the experiments used a
maximum of 32 GB of RAM. The total time to complete all
four case studies on this system is approximately 10 hours.
Publicly available?: Yes: Helium-Artifact

Code licenses (if publicly available)?: MIT License
Workflow automation framework used?: Docker

Archived (provide DOI)?: DOI

C. Description

1) How to access: The code for this submission can be
downloaded from the Helium-Artifact repository. The Helium-
Artifact repository includes a Dockerfile that can be used to
build the Docker image for the full evaluation of the artifact.
The Docker image is also available at DOL.

2) Hardware dependencies: This artifact requires an
x86_64 machine with at least 32 GB of RAM and 8 GB of
available disk space.

3) Software dependencies: The host machine must support
Docker, Git, and a POSIX-compatible shell (e.g., Bash). All
other software dependencies (including Python 3, required
Python packages, Intel Pin, and solver binaries) are installed
inside the Docker container and do not need to be pre-installed
on the host system.

17

4) Data sets: All evaluation workloads are precompiled
and included in the artifact repository. The binaries are self-
contained with respect to third-party libraries (e.g., Libsodium
and Firefox) and do not require these libraries to be installed
at runtime.

D. Installation

To install the artifact, first clone the [Helium-Artifact reposi-
tory to your local machine. Next, build the Docker image (this
step takes approximately less than 2 minutes). The commands
are as follows:
$ git clone https://github.com/samanthaarchero/

Helium-Artifact.git
$ cd Helium-Artifact
$ docker build -f Dockerfile -t helium_artifact .

After the image has been successfully built, launch the
container:

$ docker run -it helium_artifact

E. Experiment workflow

The experimental workflow consists of running one bash
script per case study in the paper (four in total) in the Docker
container. Each bash script launches multiple processes to
generate the figures and tables in the evaluation.

F. Evaluation and expected results

All four case studies, along with their corresponding outputs
and figures, can be reproduced as described in this section. In
total, the full evaluation requires approximately 10 hours on a
dual-socket server equipped with two Intel Xeon Gold 6226R
CPUs (2.90 GHz). The system has 32 physical cores with 2-
way simultaneous multithreading (64 logical CPUs) and 512
GB of RAM. However, the experiments use at most 32 GB of
memory. All workloads are provided as precompiled binaries;
no additional build step is required.

1) Case study I: This case study evaluates cryptographic
MAC Poly1305 under two multiplication pobs functions,
zero-skip and digit-serial multiplication. It takes less than
6 minutes to run. The outputs can be found in results_
case_study_I directory. To run:

### In the Docker container ###
$ ./run_case_study_I.sh
Generated outputs:

Poly1305_tail_bound_guarantees.log: The log con-

tains the two tail-bound guarantees that are discussed

in the text of [VII-A] one for Poly1305 under zero-skip
multiplication and the other for Poly1305 under digit-
serial multiplication.

Figure_7_polyl1305_ep_delt_under_two_1fs.pdf

Figure [/| shows all possible tail-bound guarantees of

Poly1305 under the two multiply optimizations.

2) Case study II: This case study evaluates the Firefox
convolution SVG filter under the same two multiplication

pobs functions from Case Study 1. It takes less than a


https://github.com/samanthaarcher0/Helium-Artifact
https://doi.org/10.5281/zenodo.19446913
https://github.com/samanthaarcher0/Helium-Artifact
https://doi.org/10.5281/zenodo.19446913
https://github.com/samanthaarcher0/Helium-Artifact

3)

4)

minute to run. The outputs can be found in the results
_case_study_II directory. To run:

### In the Docker container ###
$ ./run_case_study_II.sh

Generated outputs:

e Table_IV_convolve_tail_bound_guarantees.
log: Table with tail-bound guarantees of
Firefox’s convolution under zero-skip and digit-
serial multiplication pobs functions.

Case study III: This case study evaluates the scalability
of TracerSym, measuring the increase in runtime and
number of SMT queries as the number of instrumented
instructions and the number of pobs per pobs function
increases. It takes 1.5 hours to run. The outputs can be
found in results_case_study_III directory. To run:
### In the Docker container ###

$ ./run_case_study_III.sh

Generated outputs:

e Figure_8_scalability_eval.pdf: Figure @]Sho“dng
TracerSym’s runtime and number of SMT queries with
increasing numbers of instrumented instructions and
increasing the number of pobs per pobs function, as
described in

Case study IV: This last case study computes PML tail-
bound guarantees using our simulation-based methodol-
ogy, TracerSim, for four cryptographic programs studied
in a recent work [37]]. This case study takes less than
6 hours to run. Note, as TracerSim runs Monte Carlo
simulations, the exact tail-bound guarantees will differ
slightly between runs. However, all values should be
reasonably close to those reported in Further,
due to slight updates in our tracing Pin tool, the table’s
instruction counts differ slightly, but do not meaningfully
change the leakage guarantees. The outputs can be found
in results_case_study_IV directory. To run:

### In the Docker container ###

$ ./run_case_study_IV.sh

Generated outputs:

e Table_VI_case_study_4_results.log: Table
showing tail-bound guarantees for four programs
and categories of pobs functions evaluated in prior
work [37].

e Table_VII_ed25519_leakage_by_function.log: Ta-
ble showing the tail-bound guarantees per function
for one program, Ed25519, and one category of pobs
functions.
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