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Abstract goes across and which packets wait in the queue. The ad-

versary is limited in the following way: over any window

We study the stability of the commonly used packet fopf 7' consecutive time steps, the adversary can inject at
warding protocol, FIFO (First In First Out), in the adverM0Stw + 1" packets that need to traverse any edge in the
sarial queueing model. We prove that FIFO can becofgtwork. The parameteris called th_e injection rate and
unstable, i.e., lead to unbounded buffer-occupancies dngst be less than 1. The parameteis called the burst-
queueing delays, at arbitrarily low injection rates. In ofiZ€- Such anadversary is calletia r)-adversary. Once

der to demonstrate instability at ratewe use a network injected, packets follow their routes one edge at a time till
of size polynomial inl /7. they reach their destination.

Intuitively, the adversary is not allowed to introduce
more traffic on an average thantimes the capacity of
i any edge. Thus, there can be no identifiable “hot-spots”
1 Introduction in the system. This model finds the fine middle ground be-
N ] ] tween stochastic arrivals on the one hand (as in traditional
In traditional queueing theory, the source which gengfyeyeing theory) where packet arrival is too predictable,
ates network traffic is typically assumed to be stochagyg completely unconstrained adversaries on the other (as

tic. However, the growing complexity of network traffiG, competitive analysis), where the adversary is allowed to
makes it increasingly unrealistic to model traffic as, saygerload the system.

Poisson stream. Adversarial Queueing Theory is a robust ) . .

and elegant framework developed by Boroeftral. [8] to A Packet forwarding protocol is said to betable
address this problem. In this model, packets are injec@finst @ given adversary and for a given network if the
into the network by an adversary rather than by a stochg¥@XIMmum queue size, as WeII.as the maximum delay ex-
tic process. The route of each packet is given along wRfifi€nced by a packet, remain bounded. A packet for-
the packet itself. Each edge in the network can forwafrding protocol is said to be stable at rate(or, R-

at most one packet in one time step. If there are mufft@ble) ifitis stable against dllv, ?) adversaries, and for
ple packets waiting to cross the same edge, then we n@g(petworks. It is said to beniversally stablef it is -

a contention resolution protocol to decide which packe@ple for allr < 1. Studying the stability of protocols
was the main motivation behind the adversarial queue-
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open: using this gadget. The adversary works in phases. At the
beginning of a phase, we assume that there are some pack-
Is FIFO R-stable at some rat@ > 0, or is FIFO ets waiting to pass through a column of gadgets. Using
unstable at arbitrarily low rates? each gadget in the column, more packets are generated
which want to ultimately traverse through a second col-
This is an important question, given the prominence gfMn. Additional copies of the gadget mentioned above
FIFO as the packet forwarding protocol for the Internéfe used to delay and synchronize these new packets so
and other networks, and has been the subject of mdbat, at the end of the phase, there are more packets wait-
study over the last few years [11,/9] 10[ 5, 4, (21,23, 26)9 to traverse the second column than were waiting at the
For several natural protocols other than FIFO, the cdirst column at the beginning of the phase. Applying this
responding question about the stability threshold in tiductively leads to instability.

adversarial model has already been answered [29]. Theyhile the idea of concatenating parameterized gadgets
problem for FIFQ is particularly intriguing since there igg prove instability has been used before (most recently by
some intuitive evidence for each direction, due to Bramptker et al. [26], for example), our gadget and network
son [10011], arising from two somewhat unrelated modejge quite different from those used in earlier works [10,

(more details are given in the related work section). Tisg2926] to prove instability results. A review of related
original proof of Andrewset al. [5] showed instability of \york is presented below.

FIFO at rate).85. Diazet al.[21] improved the threshold
of instability for FIFO t00.83. This was further improved
by Koukopouloset al. [23] to 0.749 and recently, Lotker
et al. [26] further improved it td).5. 1.2 Related Work

In this paper, we will assume that packet paths are mndrewset al. [5] proved that rings and DAGs are univer-
quired to be simple. sally stable networks. They showed that Longest In Sys-
tem (LIS) and Shortest In System (SIS) are universally
stable protocols and that FIFO is not universally stable.
In fact, they showed that FIFO can become unstable at

rates greater thai85. Several natural protocols such as

We prove that FIFO can become unstable at arbitrar'{yI-G (Nearest To Go) and LIFO (Last In First Out) have
low rates in the adversarial model. This was one of t %

1.1 Ourresult

BRen shown to be unstable at arbitrarily low rated [29].

major remaining open problems in the field of adversarléoe| 20], Gamarnik([18], and Alvaret al. [3] gave a

queueing theory. In particular, for an arbitrarily low injeCg;r, 16 ang complete characterization of universally sta-

tion rater, we construct a network and determine advelie nenyorks. Diazt al. [21] improved the threshold of
sarial injections so that FIFO becomes unstable. The Si'ﬁgtability for FIFO t00.83, and Koukopoulogt al. [23]
O,f our'network is polynomial irl/'r.. This is quite strlong improved it to 0.749. Lotkeet al. [26] further improved
since it even excludes the possibility that FIFO might ke ingtapility threshold to all rates above 0.5. They also
stable atrat€)(1/log® mm) wherem is the size of the net- proved that a network with diametéiis stable at all rates
work andc is a consta below1/d. Subsequent to our work, Lotkér [25] has tight-
The main idea is the construction of a gadget which, aned our construction to almost match the above bound on
suming certain initial conditions, allows only a small frache diameter. Also subsequent to our work, some partial
tion of packets to pass through it for a long duration. progress towards an alternate proof of our result has been
particular, the fraction of packets which escape is bound@adde by Koukopoulost al. [22].

Nk i
by k/(1 + )" wherek is a parameter of the gadget and £ the case when routes are not given by the adversary,
can be increased arbitrarily. The network is constructgﬁje"o et al. [1] and Andrewset al. [B] studied routing al-

Lt is trivial to see that FIFO (in fact, any greedy protocol) is stabi@Orithms which ensure that no edge gets overloaded, as-
at ratel /m. suming that the adversary injects packets for which this




is feasible. Aielloet al. [2] have recently initiated the for arbitrarily long durations (like ours) seems inevitable.
study of stability in the presence of fixed size buffer&ven given our gadget, it is not obvious to us how to use
Gamarnik[[19] showed that it is undecidable to determimenetwork similar to Bramson’s.

whether a given protocol is universally stable, for an in- g4
teresting class of protocols. Feige[16] demonstrated lera
monotonic phenomena in packet routing. Andrells [ﬂe

demonstrated the instability of FIFO in session—orient%n patterns are described in secfign 4. Finally, we prove

networks [120 T} that FIFO is unstable against this adversary in seffjon 5.
Stability of networks has also been studied from a

more queueing theoretic viewpoint in stochastic net-

works, where the packets are injected and serviced &- The Basic Gadget

cording to a stochastic process. Instability in stochas-

tic networks was first demonstrated by Rybko and St

yar [28], building on the work of Lu and Kumélr [27], an

Kumar and Seidmar_[24]. The fluid model involves ta

ing the fluid limit of a stochastic process. Dai[14] relat

stability in the fluid model to that in the stochastic model.

Gamarnik[[17] proved an analog of Dai’s result for adver-

sarial networks. Dai and PrabhaKar|[15] studied the statfl:1  The topology of the gadget

ity of scheduling protocol for data switches with speedup

in the fluid model. Bennett al. [[7] study the bounds on The gadget has a parameterA k-gadget ha&k vertices:

the worst case delay in a network implementing aggregatg. . . , vg, w1, - . . , wg. There are four groups of edges:

scheduling, assuming stochastic arrivals.

1 2 describes and analyzes our basic gadget. Sec-
[3 gives the construction of a network which is unsta-
at arbitrarily low injection rates. The adversarial injec-

1 2.]L describes the topology of the gadget. Section
talks about a special kind of flow. Finally, in section
an upper bound on the number of packets that escape

e gadget for this flow is proved.

Bramson studied the stability of FIFO in two different ° Input .EdlgeSgl’ ++++ 9k, PoINting INtOvL, ..., vy 1€~
stochastic models. He showed that FIFO is stable at all spectively.
ratesR < 1 if packets are injected by a Poisson process,e Output edges, hq,...,h;, pointing out from
and the time for a packet to traverse an edge is an i.i.d. wy,...,wy respectively.
exponential random variable (i.e. the network is Kelly- o
type) [11]. Quite interestingly, Bramsan |10] also showed ® L02d €dgesss. ..., ey, pointing fromu; to w;.
that FIFO can become unstable at arbitrarily low rates in 8, Helper edgesf,, . . ., fi, pointing fromw; to Vit

job-shop scheduling model. Superficially, it would seem  The's wrap around.
that a minor modification of Bramson's techniques could
imply our result. However, in Bramson's construction, thiote that the load and helper edges form a ring with the
same job can visit the same machine multiple times, aigut and output edges pointing in and out from alternate
have aifferent mean processing tioa each visit. Intry- nodes. FigurE]1 shows an example gadget.
ing to adapt his result to the networking case, we run into
the problem that different packets queued up at the same ]
link can have different traversal times. Thus the same ligk2 A special flow
appears to be of different length to different packets in a
queue. To implement this construction directly requirdd1ere are two kind of packets in this flow:
injecting extra packets to make the link appear “long” to ]
p For eachi € 1,..., k, packets enter the gadget

some packets; these extra packets result in a violation o ,
the rate threshold. Hence, a gadget that can delay packets 170ughg; atrate 1. The route of a particular packet
is:

2Whether FIFO is unstable at arbitrarily low rates in the session-
oriented model remains an interesting open problem. Gis €5 fis €it1, fi-i—h €id 2y ey fitk—2, €itk—1, hi+k_1



Cpt e wherer; is the rate of arrival of packets which have tra-

versed; of thek load edges. Using remgrk 2.1, we obtain
\ ry = 1/T. Similarly, forall2 < i < k,

imput sdpges

O
0

Figure 1: A gadget
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SinceT > 1+r atalltimes, it follows that, < 1/(1+
r)k. Therefore at all times,

R=kr <k/(1+7)"

[ |
Hence, each packet traverses all the load edges in th
gadget. These packets are referred to agHuget-
traversingpackets.

ﬁ\lthough the above lemma assumes the fluid model,
the same bounds can be achieved for the discrete model
using slightly higher rates. We omit the details from this

e For each load edge;, single edge packets are introversion.
duced at a rate. These packets are referred to as the
internal-gadgepackets.

3 The Network Topology

2.3 Upper bound on the leak _
The network contains three components, the columns, the

Rate of leak from a gadgeR, is the sum of the rates atconnectors and the shortcuts. We describe each of these in
which the gadget-traversing packets arrive at the souftén, after first describing the concept of concatenation of
node of an output edge. In the following, we prove an upadgets, which is required for each of these components.
per bound forR assuming the flows mentioned in sectiol this section and all others, all gadgets would have the
[2.2. For proving the upper bound we use the followirgame parametet,

property of FIFO:

Remark 2.1 Let e be an edge in the network and3.1 Concatenating gadgets
X1, X,, ..., X, ben different types of packets which ar-

rive at the source node efat ratesR;, Ry, ..., R, re- AgadgetG; is said to be concatenated to a gadgetf
spectively. Then the rate at which packets of tyjera-
versee is given by the expression, 1. The output edges af; act as the load edges 6%,
and
. R;
min{R;, =7——} .
Z_j:l R; 2. The load edges af; act as the input edges 6%.

Lemma 2.2 During the time when the special flow is
maintained,R < ﬁ Note that more than one gadgets can be concatenated to
a gadget, and also, a single gadget can be concatenated to

Proof: By symmetry, the total rate of arrival of packet§'0re than one gadgets. @hainC' = (Hy, H, ..., Hy),

at the source node of the load edges is the same. Let ffdgngthn, is produced by the concatenation of the gad-
rate beT. get H,1, to the gadgefd,, for 1 < ¢ < n. A Bridge B

of length! is said to exist between gadgets andG; if
T=1+r+r+...4+rg1 there exists a chaitG1, Hy, Hs, . . ., H;, G).



3.2 Columns

The network has two separate columfig, Cs. A column
is a chain of lengtlw, where« is a parameter which will

be specified later. Cc()ljulmn

Column

€2
Cy = <0171, 0172, ey Cl,a>

Cy = (C2,1,Cap,...,C2.4)

3.3 Connectors .
Figure 2: Topology of the network: Shortcuts are not

There are two sets of connectors, one frémto C, and SNOWN

the other fromC; to C;. Connectors are bridges of length

(0 between each gadget of a column and the first gadget of

the other column, wherg is a parameter which will be A packet is considered to bechain-traversingpacket
specified later. So, for eadf; ;, we have the following for a chain(G;, Gs, . .., G,) if the route of the packet is
bridge: gadget-traversing for eacl; in the chain.

(Cii,D1,i1, D12, D1, Con) i

Similarly, for eachC; ;, we have the following bridge:

(C24,D231,D259,...,D2;3,Ci1) k)

3.4 Shortcuts = b=

Shortcuts are bridges of lengthfrom each connector
gadget,D; ; ; to C1,1. We refer to the respective short- i
cut gadgets a®’; ; ;. Similar shortcuts exist between the s,
other set of connector gadgets afig; .

Figure[2 shows the schematic of the network topology.

4 The Adversarial Injection Pattern Figure 3: Route of a chain-traversing packet

The adversary introduces two kinds of flows of packets (in

addition to the internal gadget packets). Flow through the

columns and flow through the connectors. The descrip-1  Activation of a gadget

tion of both assumes the concept of activation of a gad-

get and sequential activation of gadgets in a chain, whiehecondition: There are gadget-traversing packets in
are described next. We will assume that there is a ch#tie queue of each input edge of the gadget Also,
(G1,Ga,...,G,). These gadgets will be activated onthere is no other packet in any other gadget in the chain.
after the other. Moreover, the packets are chain-traversing for the chain



(Gi,Git,...,G,) (we will slightly modify this condi- 4.2 Flow through the columns

tion later).
Time steps are grouped into phases. It is assumed that
at the beginning of an even phase there arehain-

o ) o traversing (for columrCy) packets in the queue of each
Activation:  During the activation phase, the adversag ihe input edges of the gadget ;. We show that at the
introduces internal-gadget packets at rati the gad- gng of the phase there are more thachain-traversing

getG;. The activation phase lasts fotime steps. Note (tr column ) packets waiting on each of the input
that during this phase the internal-gadget packets and es of the gadget, ;. Similarly, at the beginning
gadget-traversing packets compete with each other to §a3n 4dd phase, there aséchain-traversing packets in
verse the load edges of the gadget. the queue of each of the input edges of the gadges,
and at the end of the phase there are more thahain-
traversing packets in the queue of each of the input edges

Postcondition: There aret’ < ¢ packets in the queue®f the gadgetCs,,. We only show packet injections for
of each load edge of the gadgét and there are no the even phases, packet injections for the odd phases are

other packets in any other gadget. Each packet is chaﬁW-‘”ar' Applying the above repeatedly leads to instabil-

traversing for the chaifG,11,Gi12,...,G,). Later a Ity.
lower bound for the quantity will be presented. In or-
der to ensure that these conditions are met, we modify the . .
injection in the following way (we essentially use the fa upphase;t:h Each phase is divided .'nto‘ .subphases.
that the routes of all the packets are predetermined): (1 HMng the:*" subphase the gadgét,; is activated.
order to get rid of internal-gadget packets which might be

interleaved with the chain-traversing packets in the queye
(after t time steps), we make sure that these particul‘ir3 Flow through the connectors

internal-gadget packets are never introduced. (2) To avoid . i

the case when packets in the queue of the load edges Hiv#1e €nd of subphasg let there bes; packets in the
other edges, within the gadg6t, to traverse, we modify duéué of each of the input edges 6f ;... During

the routes of the packets such that aftéme steps, they the Nexts; time steps (i.e. the subphaser 1), rs;/k-

are simply queued in one of the load edgesipfand the packets each are introduced in the queue of each input
next edge on their route is a load edge of gadggt, . edge ofC; ;1. The route o_f these packets are cho_—
This can be done since it amounts to merely taking aw3§? Such that they are chain-traversing for the chain
some of the edges from the path of the packets and 4 ﬂ'vl’Dl;i’?’ o 'vDlvi»ﬂ"E1=i’q’vC?’1vC2’2’ -5 C2a),

only reduce the injection rate. (3) We will assume that tfigr Somej < (. After s; time steps, these packets
routes of all the packets which escaped the gadget durfﬂH“ the precondition for the sequential activation of the

thet time steps end at gadget, itself. This ensures that98dgets mentioned above. This is because thera;are
there are no packets in the other gadgets. packets present in the queue of each input edg€:qf
ahead of the newly injected packets. The routes of the

packets are such that at the end of the phase i.e. at time

>, si, they are all queued at the input edges of the the
Sequential activation of gadgets: In a chain of gad- gadget,C> ;. This can be achieved using the shortcut
gets, postcondition of the activation of a gadget acts as tf@gets and the fact that the route of each packet is
precondition for the activation of the concatenated gadgéetermined in advance (< S can be chosen arbitrarily).
Sequential activation of gadgets is the cascading acti@bserve that the routes of the chain-traversing packets
tion of gadgets starting from some initial chain-traversirand the internal-gadget packets introduced during a
packets waiting in the queue of the input edges of the fisstbphase are mutually exclusive. Moreover, the injection
gadget. rate of each type of packet is less thafor any edge.



5 Proof of Instability > s(1—-1/2)

= s5/2
This section shows that at the end of a phase, there are
more packets queued at the input edgeS,of, than were Hence, the lemma follows. u
queued at the input edges 61 ;. To initially generate
constant number of packets to start phase 0, we can attg
large acyclic graphs to the input edgesaf,, where the
acyclic portion is used to generate the initial packets.

% Flow through the connectors

Recall that for eachl < ¢ < «a, a set of

Analogous to our description of the flow, the analy:s;/k (for each edge) chain-traversing packets for the
sis can be broken down into two parts: flow through ttehain: (Ci;, D11,D142,...,C21,...,Ca4) is intro-
columns and flow through the connectors. duced during the subphase- 1.

Lemma 5.2 After the packets have activated- 1 gad-
5.1 Flow through the columns gets in a connector, the number of packets queued at

, , each input edge of the connector gadgat; ; is lower
First we set the values of the various parameters. L&} nded by-s/dk.

k be such thatl + r)* > 64k3/r?, o = 4k/r, B =
2 /.2

16k2/r=. Proof: Using arguments similar to the one used in Lemma

(5.1, we can conclude that the number of packets queued

Lemma 5.1 Let s; be the duration for which the gadgeht each input edge of the gadg@i:%j (afterj -1 gadgets
C1 ; remains activated during thé" subphase. Fot < have been activated) is at least:

i < «, the number of packets in the queue of each of the
input edges of the gadgét, ; at '[imeZ;’;l1 sj, i.e. the TS ( 2k )5
beginning of the?” subphase, is lower bounded by2. k (14 7r)k

. . By the choi dk, B2 < 1/2 and sinces;
Proof: Recall that the duration for which a gadget re-y e choice of5 an /8(1”)’“ < 1/2and sinces; >

mains activated is the same as the number of packets w%ﬁ? the number of packets is at least:
ing at each input edge when the gadget gets activated. is .o 2k rs rs
also the number of packets waiting at the Observe that 5 (1 - 5(1+T)k> 2 5 (1-1/2)=
s1 = s. Lemma2.P implies that for a gadget activated
for s; time steps, the total number of packets which ledkence, the lemma follows. u
through in thes; steps is at most
Lemma5.3 Attime)"" | s;, i.e. at the end of all sub-

{ sik -‘ < 9. k phases, the number of packets queued at the input edges
(L4+r)k| =7 (1 +r)k of Cy; is greater thar.
By our choice ofx andk; it follows thata 5 < 1/2.  proof: We first show thag is large enough to allow the
We now have different sets of chain-traversing packets injected during
9% each of thea subphases to simultaneously arrive at the
i > 81 ( — H) input edges ot’; ;. This can be accomplished if the time
(1+ r>a step at whichD, ; g (for all 1 < i < «) is activated is
2 . . . .
> sf1- k : [sincei < o] greater thary_ s;. By Lemmd 5.p, the time step at which
(I+7) D, ; 5 is activated is at least:
>

2k ] TS
(o) Wz
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