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(b) The augmented cascade, key = (s1, . . . , sn, k)

Figure 1: Cascade and augmented cascade

We say that G is a bilinear group if the group action in G can be computed efficiently and there
exists a group GT and an efficiently computable bilinear map e : G × G → GT as above. Note
that e(·, ·) is symmetric since e(ga, gb) = e(g, g)ab = e(gb, ga).

The k-BDH assumption. For x ∈ Zp, let gpow(x,k) be the vector (g, gx, . . . , g(xk)
). The k-BDH

assumption states that e(g, u)1/x is indistinguishable from a random group element in GT given u
and gpow(x,k). More precisely, for an algorithm A define

BDH
(k)
adv[A,G] :=

��Pr[A(u, gpow(x,k), e(g1/x, u)) = 1]− Pr[A(u, gpow(x,k), γ) = 1]
��

where g, u are uniform in G, x is uniform in Zp, and γ is uniform in GT .

Definition 4. For k ≥ 1, we say that the k-BDH assumption holds for the group G if for all efficient
algorithms A, the advantage BDH

(k)
adv[A,G] is negligible.

3 The Augmented Cascade

3.1 The cascade PRF
The cascade pseudorandom function, defined in [?], constructs a secure PRF with domain Xn from
a secure PRF with domain X . The cascade construction is shown in Figure 1(a). More precisely,
let f : K ×X → K be a secure PRF. We define the cascade of F denoted F : K ×Xn → K as:

input: key k0 ∈ K, and (x1, . . . , xn) ∈ Xn

for i = 1, . . . , n do:
ki ← F (ki−1, xi)

output kn

Here the output range of F must equal the key space K.
Cascade is the basis for the NMAC and HMAC message authentication codes [?, ?]. Cascade

is a generalization of the GGM PRF [?], which can be viewed as a method to convert a PRF with
a 1-bit domain into a PRF with an n-bit domain. The security of the cascade construction is stated
concretely in the following theorem, which is shown in [?].
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